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1. About This Release

The solution release described in this document includes firmware, OS drivers, tools, and host
management software for the solutions from Microchip.

1.1 Release Identification
The firmware, software, and driver versions for this release are shown in the following table.

Table 1-1. Release Summary

Solutions Release 2.9.2

Package Release Date December 12, 2024
Firmware Version 7.41 BO!

UEFI Driver Version 2.16.4

Legacy BIOS 2.16.3

Driver Versions Windows SmartPQl:

+  Windows Server 2019/2022/2025: 1016.10.0.1004
*  Windows 10/11: 1016.10.0.1004
Linux SmartPQl:

« RHEL 7/8/9: 2.1.32-035

« SLES 12/15:2.1.32-035

« Ubuntu 20/22/24: 2.1.32-035

+ Debian 11/12: 2.1.32-035

* Oracle Linux 7/8/9: 2.1.32-035

+ Citrix XenServer 8: 2.1.32-035

+ BCLinux 7:2.1.32-035

« OpenEuler 22/24:2.1.32-035
VMware SmartPQl:

*  VMware 7.0/8.0: 4704.0.108

FreeBSD SmartPQI:
*  FreeBSD 13/14: 4570.0.1006

arcconf/maxView™ 4.23.00.27147
PLDM 6.45.7.0
Note:

1. Downgrading to 1.04 BO or older builds from this release or prior 1.29 releases may cause the
board to not boot or have supercap errors due to an incompatibility in SEEPROMs between this
release and prior releases. See section “Updating the Controller Firmware”.

1.2 Components and Documents Included in this Release

Download the firmware, drivers, host management software, and supporting documentation for
your SmartHBA 2100/SmartRAID 3100 controller solutions from the Microchip Web site at https://
start.adaptec.com

1.3 Files Included in this Release
This release consists of the files listed in the following tables:
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Firmware Files

Table 1-2. Firmware Files

SmartFWx100.bin Programmable NOR Flash File

Use to program NOR Flash for
boards that are already running
firmware.

SmartFWx100.fup Programmable NOR Flash File — X
Used for PLDM type 5 firmware
flashing for boards that are
already running firmware.

Table 1-3. Firmware Programming Tools

Arcconf The command allows to upgrade/downgrade the firmware  Refer to Table 1-8
romupdate  and BIOS image to the controller.

maxView" The firmware upgrade wizard allows to upgrade/downgrade Refer to Table 1-8
firmware the firmware and BIOS image to one or more controller(s) of

upgrade same model in the system.

wizard

Driver Files

Table 1-4. Windows Storport Miniport SmartPQl Drivers

Drivers Binary Version

Server 2025, 2022 and 2019 SmartPqi.sys x64
Windows 10 (version 22H2) and 11 (version 24H2) SmartPqi.inf x64
smartpqi.cat x64

Table 1-5. Linux SmartPQl Drivers for Arm

Drivers Version

Red Hat Enterprise Linux 9.4, 8.10 Arm°®
SuUSE Linux Enterprise Server 12 SP5 Arm
SUSE Linux Enterprise Server 15 SP6, SP5 Arm
Ubuntu 24.04.1, 22.04.5, 20.04.5 Arm
BC Linux 7.7 Arm
OpenEuler 24.03 LTS, 22.03 SP4 LTS Arm

Note: 1. New OS is minimally tested with inbox driver. Full support is expected in the next release.

Table 1-6. Linux SmartPQl Drivers for Intel/AMD x64

Red Hat Enterprise Linux 9.5 (inbox only)', 9.4, 9.3, 8.10, 8.9, 7.9 x86_64
SUSE Linux Enterprise Server 12, SP5 x86_64
SUSE Linux Enterprise Server 15 SP6, SP5 x86_64
Oracle Linux 7.9 UEK6U3 x86_64
Oracle Linux 9.4, 9.3, 8.10, 8.9, UEK7U2 x86_64
Ubuntu 24.04.1, 22.04, 22.04.5, 22.04.4, 22.04 x86_64
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........... continued

Drivers Version

Ubuntu 20.04.6, 20.04 x86_64
Debian 12.6, 11.10, 11.9 x86_64
Citrix xenServer 8.2.1 x86_64
Fedora 40 (inbox only) x86_64
OpenEuler 24.03 LTS x86_64
OpenEuler 22.03 SP4 LTS x86_64
SLE-Micro 6.0, 5.5 (Inbox only) x86_64

Note: 1. New OS is minimally tested with inbox driver. Full support is expected in the next release.

Table 1-7. FreeBSD and VMware SmartPQl Drivers
FreeBSD 14.1,13.3 x64
VMware 8.0 U3/U2, 7.0 U3/U2 x64

Note: 1. New OS is minimally tested with inbox driver. Full support is expected in the next release.

Host Management Software

Table 1-8. Host Management Utilities

ARCCONF Command Line Utility Windows® x64 See the Arcconf download package for the OS-
Linux® x64 applicable installation executable.
VMware 7.0 and above
XenServer
FreeBSD x64

ARCCONF for UEFI — Included as part of the firmware downloadable
image.
maxView" Storage Manager Windows x64 See the maxView Storage Manager download
VMware 7.0 and above package for the OS-applicable installation
. executable.
Linux x64
XenServer
maxView™ vSphere Plugin VMware 7.0 and above See the VMware maxView Storage Manager
download package for the OS-applicable installation
executable.
Boot USB (offline or pre-boot) for Linux x64 See the maxView BootUSB download package for
ARCCONF and maxView Storage the .iso file.

Manager
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2. What's New?

This section shows what's new in this release.

2.1 Features
The following table highlights major features supported by each Solutions Release.

Table 2-1. Feature Summary

Added support to reduce UEFI load time. 2.9.2
Arcconf command to check Nand and NOR Flash type 2.9.0
Redfish Resource to Publish SuperCap Properties Support 2.8.2
Arcconf and Redfish Support in Secureboot ESXi Environment 2.8.2
Remote Key Management of Managed SED 2.8.0
Multi-Actuator Drive Support Enhancements 2.7.4
Managed SED Adapter Password Support 2.7.2
Managed SED Local Mode Support 2.7.0
Multi-Actuator Drive Support 2.7.0
Persistent Event Logging Support 2.6.2
Out of Band Interface Selection Support of MCTP or PBSI 252
MCTP BMC Management 2.4.8
SMR Drive Support Enumeration, Unrestrected Command Flow- 230
Through

SATL Translation for HA/HM SMR Management

Identify all Drive Types

Driver OS Certification Where Applicable 2.3.0
SNMP Management Software Support 2.3.0
Read Cache 100% upon Backup Power Source Failure 2.3.0
Configurable Big Block Cache Bypass 230
4Kn, 512e and 512n Support 2.3.0
Controller Based Encryption (CBE) Support* 2.3.0
Green Backup Support Included for SmartROC and SmartRAID 2.3.0
Survival Mode Power Management 2.3.0
Legacy Boot Support 2.3.0
UEFI Driver, Boot Support 2.3.0

Note: 3162-8i/e only.
2.2 Fixes

2.2.1 Firmware Fixes

2.2.1.1 Fixes and Enhancements for Firmware Release 7.41
This release includes the following fixes and enhancements:

+ Added support for transferring controller Serial Output Buffer (SOB) log using PLDM Type 7
command.

* Added support to reduce UEFI load time.
+ Added support for improved sequential read performance in DDR cache-enabled configurations.
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+ Added support to log device information that caused a Ox1ABx lockup in the controller event log.

+ Fixed an issue that a lockup occasionally happens when RAID 0 Predictive Spare Rebuilding (PSR)
starts.

- Root Cause: When RAID 0 Predictive Spare Rebuilding (PSR) starts, firmware checks all the
outstanding host requests if they have an internal lock acquired. If not, firmware will wait
for all the requests to be returned to host before starting the PSR. Firmware mistakenly
checks an internal request which sometimes might look like an outstanding host request.
The internal request would never be released, which would cause firmware to wait there
forever. The long wait blocks the firmware's background thread and causes the lockup.

- Fix: Firmware does not check the internal requests.
- Risk: Low
+ Fixed an issue where expander cannot be detected during first power on.

- Root Cause: Due to PHY down and up events during boot time, firmware might mistakenly
remove the expander device that attached to the controller.

- Fix: Firmware will do a soft reset during POST to rescan devices only after the Test Unit Ready
(TUR) issued to expander has failed.

- Risk: Low

+ Fixed an issue where erase command keeps on changing between Write Same 16 and Write
Same 10.

- Root Cause: The firmware logic that decides whether Write Same 16 (0x93) or Write Same 10
(0x41) is based on a value that was not initialized.

- Fix: For erase iteration, initialize the value to the drive number which is getting erased.
- Risk: Low

+ Fixed an issue where continuous prints were observed in the UART in the presence of an
Otherwise Owned Locked SED drive.

- Root Cause: Since Otherwise Owned SED is in locked state, any 10s accessing the drive will
cause the SED to return a Small Computer System Interface (SCSI) error. Firmware displays
the drive error when processing the failure.

- Fix: To reduce the number of errors reported, firmware will print the error in a decreasing
frequency over time until it reaches a predefined threshold value.

- Risk: Low
+ Fixed an issue where the fault LED remains lit during the rebuild process of a replaced SSD drive.

- Root Cause: When a replaced SSD drive supports Over Provisioning Optimization (OPO), the
firmware internally marks the drive state as bad during the Rapid Parity Initialization (RPI) to
prevent any other I/0 operations on this drive. However, firmware does not update the LED
status. During this phase, any other configuration changes on the controller, such as logical
drive creation, drive replacements, or logical drive state updates, can trigger an LED update.
This causes the fault LED to remain lit throughout the rebuild process, even though the drive
state has been updated to replacement.

- Fix: Firmware will skip the LED update if the drive is undergoing OPO. Additionally, a logical
drive state update has been included after the completion of OPO to ensure the correct LED
status is displayed.

- Risk: Low

+ Fixed an issue where the host was unable to retrieve new configuration updates after the
creation of a logical drive.

- Root Cause: During the process of creating a logical drive, the firmware attempts to disable
|OBypass for all physical drives involved in the request. To achieve this, the firmware
waits for any outstanding I/0 commands on these drives to be processed. However, due
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to the slow processing of pending commands from a predictive failure (PF) drive, this
operation took longer than expected. Consequently, new device rescans from the host
experienced failures after the logical drive creation, preventing the host from recognizing
new configuration updates.

- Fix: Firmware will disable IOBypass before creating the logical drive. If any I/0 operations
take an extended period of time the logical drive creation request will be aborted causing the
logical drive to not be created. The logical drive creation will need to be retried.

- Risk: Low
+ Fixed an issue where logical volume status was showing as OK on a secured volume if a data
drive is replaced with an Otherwise Owned SED drive before reboot.

- Root Cause: If an Otherwise Owned SED drive is used as a replacement drive on a secured
volume, firmware will not fail it, which causes the logical volume state being OK.

- Fix: Fail the Otherwise Owned SED with certain failure code when it's used as a replacement
drive.

- Risk: Low
+ Fixed an issue where fault LED was not blinking for controller-based erase operation.

- Root Cause: On a controller-based erase operation, the firmware code controlling the LED
checks the wrong value.

- Fix: To ensure the fault LED blinks consistently throughout the erase operation and until its
completion, the firmware will check the right variable.

- Risk: Low
+ Fixed an issue where long drive self-test invoked from host diagnostic tools gets aborted on
inactive hot spare when spare spin-down policy is enabled.

- Root Cause: When long drive self-test is initiated from host diagnostic tools, firmware is not
aware of drive self-test being in progress and continues with spinning down the inactive
spare if spare spin-down policy is enabled resulting in drive self-test getting aborted.

- Fix: Inactive spare is not spun down if drive reports self-test is running.
- Risk: Low

« Fixed an issue where the state of the logical drive with maxCache is inconsistent concerning the
number of dirty lines.

- Root cause: The RAID firmware categorizes the number of dirty lines in the maxCache into
ranges (0-999, 1000-1999, and so on) for reporting to the host. Consequently, even when
there are no dirty lines, the host is incorrectly informed of 0-999 dirty lines, leading to
inaccurate maxCache status or logical drive state being observed.

- Fix: The RAID firmware has been updated to categorize 0 dirty lines as a new group, with
subsequent groups ranging from 1-999 dirty lines, and so forth.

- Risk: Low
+ Fixed an issue where the surface scan period was not reset to default after factory reset.

- Root Cause: When a factory reset is performed, the firmware resets the persistent surface
scan period variable to its default setting but fails to update the backup variable used by the
host during runtime. Consequently, earlier data is displayed even after the factory reset.

- Fix: The firmware will reset the local backup values of persistent data during a factory reset.
- Risk: Low

+ Fixed an issue where the predictive failure drive did not fail even after the Predictive Spare
Rebuild (PSR) was completed.

- Root Cause: When a predictive failure drive is detected in an array containing a failed RAIDO
logical drive, the firmware will perform a Predictive Spare Rebuild (PSR) on other operational
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or degraded logical drives, ignoring the failed RAIDO logical drive. The current firmware logic
waits for PSR to complete on all logical drives in the array before marking the predictive
failure drive as failed. Since the RAIDO logical drive is already failed and does not undergo
PSR, the firmware will never mark the predictive failure drive as failed.

- Fix: Updated firmware to skip waiting for PSR on failed logical drives and immediately mark
predictive failure drives as failed.

- Risk: Low
+ Fixed an issue where the controller has a lockup after a power cycle to JBOD.

- Root Cause: During the power cycle of the JBOD, the firmware issued management
commands and waited indefinitely, causing a deadlock.

- Fix: The firmware has been updated to eliminate indefinite waiting on management
commands to a JBOD.

- Risk: Low
+ Fixed LUN reset statistic message when the logical drive is created on a single drive.

- Root cause: When a logical drive is created on a single drive, the average Queue Depth (QD)
remains the same as that of a single drive. Consequently, the firmware omits printing drive
details since the QD does not exceed the average.

- Fix: Firmware will print the Queue Depth (QD) information for a drive that is part of a volume
containing only one drive.

- Risk: Low
+ Fixed an issue where the offline replacement of a failed drive during a spare rebuild led to the
failure of the replacement drive.

- Root Cause: After the offline replacement of the failed drive and upon the next boot, the
rebuild process on the spare drive will be halted, and the rebuild for the replacement
drive will commence. A missing check in the firmware caused the replacement drive to be
incorrectly identified as a predictive failure, leading to its failure.

- Fix: Implemented enhanced checks for predictive failure indicators and Predictive Spare
Rebuild (PSR) within the firmware. This ensures that a drive will only fail if it is identified as a
predictive failure drive and PSR is activated.

- Risk: Low

+ Fixed a possible lockup that could occur when a transformation is in progress and an abrupt
shutdown occurs. A possible lockup could occur on subsequent bootup.

- Root Cause: After cold boot, the logic was checking to make sure memory is allocated
properly and ended up not allocating any memory due to using a previous value from before
the shutdown.

- Fix: Corrected logic to make sure memory is allocated properly on new boot.
- Risk: Low

+ Fixed a potential controller lockup when deleting a volume with cache enabled and then
changing connector mode to HBA.

- Root Cause: Logic was to expect volume data even though it has been deleted.
- Fix: Added check to make sure if volume is present or not.
- Risk: Low
+ Fixed a MCTP communication issue between BMC and controller during AC power cycle test.

- Root Cause: During an Intel 4 socket server, AC power cycle test, the BMC is not able
to communicate to the controller. This is due to the host not sending a response for a
MCTP command and the host proceeded with the next command. Meanwhile, the controller
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firmware retried the MCTP command for which the response is not received and that
stopped MCTP communication between the host and controller.

- Fix: Firmware will not retry the MCTP command for which the response is not received if the
MCTP communication path is already established. The MCTP specification allows the host to
not send a response to one MCTP command (due to its internal state) and still proceed with
establishing communication.

- Risk: Low
*  Fixed a MCTP communication issue between BMC and controller in AMD Turin server.

- Root Cause: In AMD Turin server there are two processors. The controller firmware sent
a MCTP response, but it went to the incorrect processor and not to the processor with
the BMC. The routing table in the controller firmware for the MCTP communication was
incorrect.

- Fix: Fixed the MCTP routing table in firmware so that the response is sent to the
corresponding processor which is requesting the information from controller.

- Risk: Low

+ Fixed issue for handling controller 0x1TABD lockup when a timeout occurs with an expander
attached SATA drive.

- Root Cause: A 0x1ABD controller lockup was observed when a timeout occurs during an 10
operation with an expander attached SATA drive. The controller SAS hardware notifies the
firmware about the timeout condition, but the firmware did not handle the timeout correctly
which led to the 0x1ABD lockup.

- Fix: The firmware will handle the SAS hardware timeout notification correctly by triggering
NCQ error mode handling to flush the queued-up commands and resolve the lockup.

- Risk: Low
+ Fixed an issue with checking support for secure erase command.

- Root Cause: When host sends secure erase command, firmware fails it with an error.
The firmware checked if the drive supported both SCT Write Same and SCT DATA Tables
command. If both were supported, then firmware would allow the secure erase command.
However, if SCT DATA Tables command was not supported then firmware would fail the
secure erase command.

- Fix: Firmware will only check if the drive supports for SCT Write Same command to allow
secure erase commands.

- Risk: Low

Fixed an issue where SATA Drive removed within 10 seconds after link reset due to internal
firmware timer.

- Root Cause: An internal firmware timer value based on which a drive under reset will be
immune from other PHY or port related activities is not inline with the reset wait timer, which
will monitor the link reset response.

- Fix: Increased internal firmware timer to 45 seconds for SATA drives, which is same duration
as link reset wait timer value.

- Risk: Medium
Fixed an issue to report 24G link rate for expander PHYs.

- Root Cause: The firmware did not properly report 24G link rates for expander PHYs and
listed them as a maximum value of 12G.

- Fix: Updated firmware to allow reporting of 24G link rates for expander PHYs.
- Fix Risk: Medium
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2.2.2

2.2.2.1

2.2.3
2.2.3.1

2.2.3.2

2.2.3.3

UEFI Fixes
Note: Microsoft signed and secure boot is supported.

Fixes and Enhancements for UEFI Driver 2.16.4/Legacy BIOS 2.16.3
This release includes the following fixes and enhancements:

+ Added support to show drive location information in the driver health message if a previous
controller lockup is detected that is caused due to a drive.

+ Fixed an issue where an active dedicated hot spare member is not represented in the logical
drive information.

- Root Cause: There is no indication in the representation when a dedicated hot spare
member becomes active.

- Fix: New subtitle added to show active spare members under array information.
- Risk: Low
+ Fixed an issue where RAID level migration failed from RAID-0 to RAID-60.
- Root Cause: Incorrect parity count provided as input during the RAID migration.
- Fix: Provide correct parity count for migration depending in the RAID level.
- Risk: Low
+ Fixed an issue where failed drive part of a logical drive is not shown on the HIl disk utilities.

- Root Cause: Installed drive bit map is not considered while listing drives in the disk utilities
menu.

- Fix: List drives from the installed drive bit map along with the data from drive presence bit
map.

- Risk: Low.

+ Fixed an issue where surface scan status field is shown for non-applicable RAID-0 logical drive.
- Root Cause: No validation for the applicability before showing the surface scan status field.
- Fix: Hide Surface scan status field when not applicable.
- Risk: Low

Driver Fixes

Fixes and Enhancements for Linux Driver Build 2.1.32-035
This release includes the following fixes and enhancements:

+ Fixed an issue where drives are not taken offline when controller is offline. Drives are listing in
sg_map and Isblk output after controller lockup.

- Root Cause: During a controller lockup, the physical and logical drives under the locked up
controller are still listed at the OS level. The controller is offline, but the status of each drive
is running.

- Fix: When the controller is unexpectedly taken offline, show its drives as offline.

- Risk: Low

Fixes and Enhancements for FreeBSD Driver Build 4570.0.1006
There are no known fixes for this release.

Fixes and Enhancements for Windows® Driver Build 1016.10.0.1004
This release includes the following fixes and enhancements:

+ Added support for Windows Server 2025.

+ Added support to enable DMA remapping feature for Windows Server 2025. Kernel DMA
Protection is a Windows security feature that protects against external peripherals from gaining
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unauthorized access to memory. Added a registry entry "DmaRemappingCompatible" under
the SmartPQI services to declare the compatibility/support of the driver to the DMA protection
feature.

2.2.3.4 Fixes and Enhancements for VMware Driver Build 4704.0.108
There are no known fixes for this release.

2.2.4 Management Software Fixes

2.2.4.1 Fixes and Enhancements for Arcconf/maxView™ Build 4.23.00.27147
This release includes the following fixes and enhancements for Arcconf/maxView:

+ Fixed an issue where the Arcconf was allowing the user to expand the array by adding one more
drive when the array has a RAID1 Triple logical drive, resulting in the raid level migration of RAID1
Triple to RAIDG.

- Root Cause: The condition for the minimum required drives for array expansion when the
array has RAID1 Triple was missing.

- Fix: Made the changes for the Arcconf expand operation on the array with RAID1 Triple will
expect the number of drives in multiple of 3 to expand the array.

- Risk: Low
+ Fixed an issue where Arcconf was not displaying the "S.M.A.R.T" and "S.M.A.R.T warning" property
value correctly.

- Root Cause: Mapping of the "S.M.A.R.T" and "S.M.A.R.T warning" property value with the
firmware provided values was not done correctly

- Fix: Value for S.M.A.R.T. mapped with "Supported" and "Not Supported" and S.M.A.R.T.
warning value mapped with "Yes" or "No".

- Risk: Low
+ Fixed an issue where the maxView was not allowing to secure erase the 4K drives.
- Root Cause: maxView was blocking the secure erase operation for the 4K drive type.
- Fix: Enabled the secure erase operation for the 4K drives in maxView.
- Risk: Low

+ Fixed an issue in arcconf where 'Negotiated Physical Link Rate' was incorrectly displayed instead
of 'Physical Link Rate', and 'Negotiated Logical Link Rate' was shown instead of 'Logical Link Rate'.

- Root Cause: The arcconf tool was incorrectly displaying the 'Negotiated Physical Link Rate'
instead of the actual 'Physical Link Rate' and the 'Negotiated Logical Link Rate' instead of the
'Logical Link Rate'.

- Fix : Updated the property name 'Negotiated Physical Link Rate' to 'Physical Link Rate' and
'Negotiated Logical Link Rate' to 'Logical Link Rate'.

- Risk: Low

2.2.4.2 Fixes and Enhancements for PLDM Release 6.45.7.0
This release includes the following fixes and enhancements:
+ Added support for PLDM Type 7 (File I/0) compliance with final release versions of DMTF
specifications
+ Made the following changes to PLDM Base (Type 0) commands to comply with v1.2.0 of the PLDM
base specification (DSP0240).

- Implemented the PLDM Type 0 command GetMultipartTransferSupport to provide
which Multipart Transfer commands the specified PLDM Type at the specified version are
supported.
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- The PLDM Type 0 command GetPLDMCommands has been updated to report
GetMultipartTransferSupport asasupported command.

« Made the following changes to PLDM Platform Monitoring and Control (Type 2) commands to
comply with v1.3.0 of the PLDM Platform Monitoring and Control Specification (DSP0248).

- The PDRType value for the File Descriptor PDR has been updated to 30 from the draft spec
value of 25.

- The CrashDumpFile FileClassification value for the File Descriptor PDR has been
updated to 5 from the draft spec value of 4.

- The supported state set values for the Device File State Sensors have been updated to
conform to v1.2.0 of the PLDM State Set Specification (DSP0249).

- The FatalHigh threshold value for file size Numeric Sensors is now set to the maximum file
Size.

+ Made the following changes to PLDM File I/O (Type 7) commands to comply with v1.0.0 of the
PLDM for File Transfer Specification (DSP0242).

- Added support for the metacommand DfReadMultipartReceive (0x20). This command is not
intended to be issued by File Clients; its only purpose is to allow the GetPLDMCommands
command to indicate that the Type 0 command MultipartReceive may be used as a data
transfer mechanism for PLDM Type 7.

- Implemented the PLDM Type 7 command DfProperties to provide the maximum number of
mediums supported and the total number of File Descriptors supported.

- The command code for the Type 7 command DfHeartbeat has been updated to 0x03 from
the draft spec value of 0x06.

- Added the PLDM Type 7 completion codes UNABLE_TO_OPEN_FILE (0x8A) and
ZEROLENGTH_NOT_ALLOWED (0x82).

- DfClose can now respond with the PLDM base completion code ERROR_INVALID_DATA
(0x02).

- Support for the PLDM Type 7 draft spec completion code EXCLUSIVE_OWNERSHIP_REQUIRED
(0x87) has been removed.

- The value of the PLDM Type 7 completion code MAX_NUM_FDS_EXCEEDED has been updated
to 0x88 from the draft spec value of 0x89.

+ Added changes to long-running task support for volume deletion using Redfish.

- All RDE DELETE requests for a Volume resource will now result in the operation
being carried out via a long-running task. BMCs are now expected to set both the
delete_supported and events_supported bits of the MCFeatureSupport fieldin a
NegotiateRedfishParameters requestin order for a RDE DELETE request for a Volume
resource to be allowed by the RDE device.

+ Added changes to long-running task support for storage resource RDE action operations.

- Al RDE ACTION requests for a Storage resource will now result in the operation being carried
out via a long-running task. BMCs are now expected to set both the action_supported and
events_supported bits of the MCFeatureSupport field in a NegotiateRedfishParameters
request in order for a RDE ACTION request for a Storage resource to be allowed by the RDE
device.

+ Added changes to long-running task support for volume creation using Redfish.

- All RDE CREATE requests for a VolumeCollection resource will now result in the
operation being carried out via a long-running task. BMCs are now expected to set the
create_supported, events_supported, and BE] v1.1 support bits of the MCFeatureSupport
field in a NegotiateRedfishParameters request in order for a RDE CREATE request for a
VolumeCollection resource to be allowed by the RDE device.

@ MICROCHIP



+ Added support transfer of the controller Serial Output Buffer (SOB) log file through PLDM Type 7.

- Added a contained entity to the Entity Association PDR having entityType = 0x09
(Device File) and entityInstanceNumber = 2 representing the controller SOB log
Device File.

- Added a File Descriptor PDR with FileClassification = 0x02 (SerialTxFIFO) to
provide a file identifier for the controller SOB log device file.

- Added file size numeric sensor and device file state sensor PDRs to provide size and state
information for the controller SOB log device file.

- Updated the Type 7 command DfOpen to support handling for the DfOpenRegFIFO bit
of the DfOpenAttributes field. When sending DfOpen for a device file that requires
transmission as streaming FIFO, not setting this bit will result in a INVALID DF ATTRIBUTE
error completion code in the response.

- Updated MultipartReceive for type 7 to support files classified as SerialTxFIFO. The
following rules and requirements apply when issuing a MultipartReceive request on a
SerialTxFIFO file:

+ Seeking is not supported. MultipartReceive RequestedSectionOffset shall be set
to zero.

+ Single part per section. TransferOperation shall not be set to XFER NEXT PART.

+ AMultipartReceive response where the data length is less than the negotiated part
size indicates that all the available data has been transferred.

+ Theresponse to a MultipartReceive request for an empty SerialTxFIFO file will have a
SUCCESS completion code.

+ AMultipartReceive request restarting a section of a FIFO file that has wrapped will
result in new data. Data overwritten by new wrapped data will not be preserved.

The following error completion codes will be returned by MultipartReceive for FIFO files:
* INVALID_DATA_TRANSFER_HANDLE if request DataTransferHandle is not ZERO

* INVALID_REQUESTED_SECTION_OFFSET if request RequestedSectionOffset is not
ZERO

* INVALID_DATA if request RequestedSectionLengthBytes is ZERO or greater than the
negotiated size

+ Fixed an issue which threw wrong error code, 'InternalError’ when creating an array on a
controller that is waiting on adapter password.

- Root Cause: Code doesn't check the granularity of the error type and returns
InternalError as the generic error code.

- Fix: Modified the following commands to return ControllerPasswordRequired error code
when waiting on the adapter password:

+ Create Volume

+ Update Volume

+ Delete Volume

+ Update Drive

+ Update Storage

+ Update Storage Controller
- Risk: Low

+ Fixed an issue where the GetPDR command can sometimes fail to retrieve the requested PDR
when no drives are connected to the targeted controller.
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- Root Cause: RedfishAction PDRs for Drive resources were being internally allocated in error
when no drives were present, causing a failure when an MC attempted to fetch the PDR with
the GetPDR command.

- Fix: Modified the logic for allocating RedfishAction PDR(s) for Drive resources to require at
least one drive to be connected prior to the allocation.
- Risk: Low

Fixed an issue where with a given a configuration ExternalKey encryption is enabled and SED is
controller owned and KMS is unavailable. RDE READ on the controller SED publishes Status.State
and Status.Health as Enabled and OK respectively.

- Root Cause: The logic that sets a Drive's State and Health did not account for the case when
KMS is unavailable or inactive and the Drive is a controller owned SED.

- Fix: Added logic so that an RDE READ on a controller owned SED will publish Status.State
and Status.Health as StandByOffline and Warning respectively when KMS is not available or
inactive.

- Risk: Low

Fixed an issue where the Links.Enclosures@odata.count and Links.Enclosures@odata.id
properties were missing from the Redfish storage resource.

- Root Cause: The Links.Enclosures@odata.count and Links.Enclosures@odata.id properties
were not added to the Redfish Storage resource.

- Fix: The Links.Enclosures@odata.count and Links.Enclosures@odata.id properties have
been added to the Redfish Storage resource. Links.Enclosures@odata.count will contain
the number of chassis resources of type enclosure being managed by the controller.
Links.Enclosures@odata.id will an contain links to chassis resources of type enclosure.

- Risk: Low.

Fixed an issue for which the GetPDR for the File Descriptor PDR representing the controller crash
dump did not have the Polled bit of the file capabilities field set as required by the Type 2 spec.

- Root Cause: The implementation of the File Descriptor PDR was based on a pre-release draft
of the most recent version of the Type 2 spec, and the requirements for setting the file
capabilities bits were changed during subsequent development of the spec.

- Fix: Updated GetPDR to set the Polled access bit in the File Capabilities field for the controller
crash dump File Descriptor PDR.

- Risk: Low
Fixed an issue in which DfOpen returns EXCLUSIVE_OWNERSHIP_NOT_AVAILABLE when opening
crash dump file while it is already opened.

- Root Cause: Logic exists to capture this error case, but the incorrect response completion
code was assigned to be returned.

- Fix: Updated the error logic to send the correct completion code MAX_NUM_FDS_EXCEEDED
as defined in the Type 7 spec.

- Risk: Low

Fixed an issue in which after reading the LAST_PART of a section in a file, the NEXT_PART
command to read the initial part of the section must not get executed. Instead, the initial part of
the section is sent and received.

- Root Cause: There was no check to determine if the transfer of a section was completed.

- Fix: Handle the situation where the file client requests the NEXT_PART after the section has
been transferred.

- Risk: Low
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Fixed an issue in which the @odata.id property retrieved from an RDE READ on a drive resource
representing an empty bay in a chassis resource did not match the URI given in the Chassis child
drive PDR.
- Root Cause: The logic to generate the empty bay drive resource @odata.id property was
incorrect.

- Fix: The empty bay resource @odata.id property is now being calculated using the correct
logic.

- Risk: Low

Fixed an issue in which incorrect severity warning was reported for the drive when sanitize erase
operation is in progress on drive. The severity should be OK, and therefore the condition should
not be shown.
- Root Cause: The severity for the offline condition was using the drive health. There was no
check to determine if the drive was being erased.

- Fix: When determining whether a condition should be shown for an offline drive, the check
has been updated to match the check performed for an event. An offline condition will only
be shown when the drive health is Warning, and the drive is not in a predictive failure state.
So, when the drive is being erased and is in a predictive failure state, the offline condition will
not be shown.

- Risk: Low
Fixed an issue where HealthRollup shows a warning when there is no warning on a lower level
component.

- Root Cause: Storage.Status.HealthRollup was not factoring in
StorageController.Status.Health.

- Fix: Update Storage.Status.HealthRollup to factorin
StorageController.Status.Health.

- Risk: Low

Fixed an issue which results in PLDM processing a GetResourceETag request during a RDE
DELETE Volume resource operation (while deleting units through PLDM) with background drive
IO would sometimes result in a controller lockup code OxFFFFFOO1.

- Root Cause: Both the GetResourceETag and the Volume delete operations use a shared
structure. Processing both commands results in a race condition where the thread
processing GetResourceETag is trying to access a pointer that has been set to null by the
thread processing the RDE DELETE operation. The GetResourceETag logic was missing a
null pointer check.

- Fix: GetResourceETag requests will now be blocked and return a completion code of
NOT_READY when a long running task is ongoing. A null pointer check has been added to the
GetResourceETag logic.

- Risk: Medium
Fixed an issue in which PLDM/RDE Read sometimes take longer than 6s while array deletion
initiated with host tool.

- Root Cause: These RDE Reads that were timing out relied on re-initializing the cached
controller information in order to complete the Read. This was fairly resource expensive
and time consuming and could sometimes lead to timeouts.

- Fix: Modified the logic in the RDE Reads mentioned above to not re-initialize the cached
controller information.

- Risk: Low

Fixed an issue in which Incorrect CacheSummary.Status.Health Critical is observed
when WriteCache is degraded. RDE READ on a StorageController was publishing the
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WriteCacheDegraded CacheSummary.Status.Conditions.Severity Property to be Warning, when
the associated WriteCacheDegraded alert had a severity of Critical.

- Root Cause: All WriteCacheDegraded status conditions with a permanently disabled cache
were assumed to have a CacheSummary.Status.Conditions.Severity of Warning.

- Fix: Modified logic for RDE READ on a StorageController so that WriteCacheDegraded
status conditions with a permanently disabled cache are now able to have a
CacheSummary.Status.Conditions.Severity of Critical.

- Risk: Low
+ Fixed an issue to patch the volume with an Unprotected Write Cache policy on a system
that supports cache without a battery has failed. Failure to set WriteCachePolicy to

UnprotectedWriteBack on controllers that support caching without requiring a backup power
source.

- Root Cause: In a previous fix, there was a logic change to set the cache ratios to
the controllers default. Volume PATCH and CREATE operations do not allow setting the
WriteCachePolicy to some value other than Off when the controllers default cache ratio is
100/0.

- Fix: Corrected the logic to set the cache ratios to the typical default cache ratio of 10/90
when the requested WriteCachePolicy is "UnprotectedWriteBack" for both Volume CREATE
and PATCH operations on controllers with default read cache of 100/0 and returning
PropertyValuelncorrect when the requested WriteCachePolicy is "ProtectedWriteBack".

- Risk: Low

+ Fixed an issue in which A split mirror backup volume whose Status.State is StandbyOffline is
showing a Volume.Status.Condition whose severity is Ok.

- Root Cause: The logic which determines whether a condition should be shown for a volume
in an offline state was not taking the volume health into account.

- Fix: Change the logic to only show a condition for a volume in an offline state when the
volume health is not OK.

- Risk: Low

2.3 Limitations

2.3.1 General Limitations
This release includes the following general limitation:

+ The following are the limitations of Multi-Actuator:
- Supports only

 HBAdrive
+  Windows/Linux/VMware
* Intel/AMD

* UEFI mode (for multi-LUN display)

2.3.2 Firmware Limitations

2.3.2.1 Limitations for Firmware Release 7.41
This release includes the following firmware limitations:

+ If a boot volume is secured by Managed SED Remote Key Management (RKM) or Managed SED
Adapter Password enabled Local Key Management (LKM), it will fail to write Windows memory
dump file during Windows OS crash dump.

- Workaround: Don't use secured volumes as described above as an OS boot logical drive.

@ MICROCHIP



+ Persistent Event Logs (PEL) are getting cleared when:
- Upgrading from firmware releases prior to 5.61 to 5.61 or later firmware releases.
- Downgrading from firmware releases 5.61 or later to firmware releases prior to 5.61.
« Firmware downgrade is blocked if disk-based transformation is in-progress.
- Workaround: Wait for the transformation to complete and retry the firmware downgrade.

« Transformation is blocked if rebooting after the firmware update is pending or the flashed new
firmware version is older than 5.32 BO.

- Workaround: Reboot the system.

+ Logical drive is not detected when disk-based transformation is in-progress during logical drive
movement to a different controller and the different controller has a firmware version older than
5.32 B0, or, the firmware downgrade occurred while internal-cache based transformation was in
progress, but the Backup Power Source failed before firmware activation.

- Workaround: Move the logical drive to a controller with firmware version 5.32 BO or later.

+ Firmware downgrade from firmware version 7.11 BO and newer to any firmware version before
7.11 BO is blocked if Managed SED is enabled.

- Workaround: Disable Managed SED and try firmware downgrade.

+ Managed SED cannot be enabled on the controller, where reboot is pending after firmware
downgrade from firmware version 6.22 B0 to any older firmware version.

- Workaround: Reboot the controller and enable the Managed SED.

2.3.2.2 Limitations for Firmware Release 1.32 Build 0

+ Firmware release 1.32b0 may become unresponsive while attempting to flash firmware or
execute other RAID logical drive operations.

- Description: Refer to entry "Fixed an issue where firmware may become unresponsive while
attempting to flash firmware or execute other RAID logical drive operations" in the Firmware
fixes section.

- Afix for this issue is available in the 1.60 BO firmware release. If a firmware flash failure is
occurring, try the following workarounds:

+ Workaround: If there are no target devices (expanders or drives) attached to the
controller, attach a target device to the controller and try the host management operation
again.

+  Workaround: If the system is operating using UEFI, the HIl tool can be used to flash the
firmware to this release as outlined in the Microchip Smart/OC 2100/SmartROC 3700
Installation and User's Guide (ESC-2170577), appendix entry “Updating the SmartlOC
2100/SmartROC 3100 Controller Firmware”.

+  Workaround: If there are target devices attached to the controller and this issue occurs or
none of the workarounds can be used, contact Microchip Support.

2.3.3 UEFI Limitations

2.3.3.1 Limitations for UEFI Build 2.16.4/Legacy BIOS Build 2.16.3
There are no known limitations for this release.

234 Driver Limitations

2.3.4.1 Limitations for Linux Driver Build 2.1.32-035
This release includes the following limitations:
+ SL-Micro 6.0 fails to boot after installation on 4Kn drives.
- Workaround: This is a SUSE issue and only workaround is to use non-4Kn drives.
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2.3.4.2

On some distributions (RHEL7.9, RHELS8.2, RHEL8.3, SLES15SP2, SLES15SP3, OpenEuler 20.03LTS,
and 22.03LTS including SP releases), the driver injection (DUD) install will hang if an attached
drive (either HBA mode or Logical Volume) has Write Cache enabled.

- Workaround: There are two workarounds for this issue:
+ Ensure that the Write Cache is disabled for any attached drive.

+ For RHEL7.9/8.2/8.3 and OpenEuler 20.03LTS, 22.03LTS, add
rd.driver.blacklist=smartpgi to the grub entry along with inst.dd.

RHEL driver injection (DUD) install where OS ISO is mounted as virtual media on BMC based
servers (non-ILO). Installer will hang after driver injection. It is reported on RHEL 8.5, 8.6, 9.0 to
9.4.

- Workaround:
* Load the OS from USB device instead of virtual media.

+ Load the OS from virtual media but initiate I1SO verification (media test) during the
installation followed by ESC to cancel the media test.

« Edit grub to include the boot argument "nompath". Replace "inst .dd" with "nompath
inst.dd" for DUD install.

Oracle 9 UEK 7 kernel causes SmartPQIl rpm dependency failures. This is an issue with how the
kernel package was created by Oracle. Correct UEK7 kernel for Oracle 9, which is expected in the
mid-October UEK7 release, version number is still pending.

Note: This does not affect Oracle 8 UEK 7.

- Workaround: Install the rpm using "--nodeps" when dependency failures occur.

+ Update:
For SmartPQI driver versions > 2.1.20-020 and UEK7 kernels >=
5.15.0-3.60.2.el9uek.x86_64, the SmartPQIl rpm will install normally.

For UEK7 kernels < 5.15.0-3.60.2.el9uek.x86_64, the SmartPQIl rpm needs to be installed
using the "--nodeps".
On AMD systems, the system might crash or hang due to a bug in the IOMMU module. For
details, see lore.kernel.org/linux-iommu/20191018093830.GA26328@suse.de/t/.
- Workaround: Disable the IOMMU setting option in BIOS.
Depending on hardware configurations, the SmartPQl expose 1d first parameter may not
always work consistently.
- Workaround: None
On some distributions (including RHEL 9.0/Oracle Linux 9.0), you are unable to inject the OOB
driver (DUD) during install when a multi-actuator drive is attached.

- Workaround: Install using the inbox driver, complete OS installation, then install the OOB
driver.

Limitations for Windows® Driver Build 1016.10.0.1004
This release includes the following limitation:

The Windows driver issues an internal flush cache command for flushing the controller cache to
the drives before changing the power state of the system (during shutdown/reboot/hibernate ).
Due to many factors, for example speed of drives, size of cache, type of data in cache, and so

on, the time taken by the controller to flush the cached data can exceed the operating system
specified timeout values. A system crash can be expected in those scenarios. Controller cache
flushing will continue and complete while the system is in the BSOD state. In general, it is advised
not to do heavy write operations on logical drives composed of slow drives while initiating a
system shutdown in Windows 10 environments.

A system crash may occur when hibernating a system installed on a Dual Actuator drive.
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- Workaround:
+ Avoid hibernating the system while running heavy I/0s to multiple Dual Actuator drives.
+ Stop running the I/0s to the drives and then hibernate the system.
+ Reboot the server to recover the system.

* A crash dump file will not be created if the system is configured with the OS system files loaded
on a partition which is NOT the first partition. If the first partition is deleted and then the system
happens to bug check, the crash dump file will not be written out. For example:

a. DiskQis Array A
b. Disk 1 is Array B with the OS on it

c. If Array Ais deleted and a crash dump occurs without a reboot, the OS will NOT write out the
crash dump file.

- Workaround: This is only seen in the above configuration and if the deletion is done without
doing a system reboot. To avoid the problem, make sure the OS is on the first partition or
ensure that any time an array is deleted the system is rebooted.

+ AlLogical drive goes into an offline state after a new array migration.
- Workaround:
i. Perform logical disk migration.
ii. Run DiskPart.

iii. Runthe command "List Disk" to identify all the physical disks that have a duplicate
unique disk IDs.

iv. Runthe command "Select Disk X", where X is the physical disk with the duplicate Unique
disk ID to be cleaned.

v. Runthe command "clean". This cleans the physical disk with the duplicate disk ID(aka
partition ID).

vi. Run command "select disk Y" where Y is the newly migrated logical disk.
vii. Run the command "online disk", which will bring the migrated logical drive online.

2.3.4.3 Limitations for FreeBSD Driver Build 4570.0.1006
This release includes the following limitations:
+ FreeBSD 13.2 and later OS Installations will fail with the out of box driver.
- Workaround: Install with inbox driver then update to latest.

2.3.4.4 Limitations for VMware Driver Build 4704.0.108
This release includes the following limitations:

+ If the controller SED Encryption feature is “On” and locked, Datastores created from secured
logical drives on the controller are not automatically mounted even after unlocking the controller,
they are not visible through the ESXi hypervisor client.

- Workaround: Use the command vmkfstool -V or ESXCLI storage filesystem rescan.
Alternatively, use the Rescan option from the Devices tab in the Hypervisor's Storage section.
Any of these options solve the issue by forcing a rescan, causing the datastore to mount.

+ Customers may encounter failures when attempting to add new Logical Drives (LD), particularly
in cases involving a dead path.

- Workaround: To facilitate recovery of new LD, customers are required to clear the dead path
initially. Following the clearance of the dead path, if the newly created LD is still not exposed,
then it is required to initiate a driver level rescan using the appropriate management tool. If
clearing the dead path fails, a host reboot is required.
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2.3.5
2.3.5.1

2.3.5.2

2.3.6

Management Software Limitations

Limitations for Arcconf/maxView Build 4.23.00.27147
There are no known limitations for this release.

Limitations for PLDMC Release 6.45.7.0
There are no known limitations for this release.

Hardware Limitations
This release includes the following hardware limitations:

Two Wire Interface (TWI) address conflicts can cause system DDR memory to not be discovered.

- Description: The SmartRAID 3100 and SmartHBA 2100 boards include two TWI targets on the
host-facing SMBUS interface with the following slave addresses:

+ OxAO - Field Replaceable Unit (FRU) SEEPROM

« OxDE - PBSI (default)
According to the JEDEC specification, the default TWI addresses for the DDR SPD is
0xAO0-0xAE (the spec uses 7 bit addressing which is 0x50-0x57). On platform system
board designs with SMBUS wiring that has both PCle slots and DDR slots shared on
the same TWI bus, the TWI devices for the DDR and Smart controller are exposed to
address conflicts which can result in the system memory not being discovered. The
Smart controller PBSI interface defaults to a value of OxDE (0x6F in 7-bit addressing) and
is not a problem unless it is changed to an address that conflicts with the JEDEC defined
values. The Smart controller FRU SEEPROM is hardwired to OxAO.

- Workaround: None available. If this issue is encountered, contact your Microchip support
engineer to determine the next steps for your system.

- Performance with workaround: Not applicable
- Performance without workaround: Not applicable

Note: SmartRAID3102e-81, SmartRAID 3101e-4i, and all SmartRAID 3200, SmartHBA 2200, and
HBA 1200 adapters do not have the FRU SEEPROM so are not affected by this hardware
limitation.
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3.

3.1

Updating the Controller Firmware
This section describes how to update the board's firmware components to the latest release.

Important:

+ If Managed SED is enabled, do not downgrade firmware to version 5.00
or earlier because they do not support Managed SED capabilities. Disable
Managed SED if downgrading to firmware versions 5.00 or earlier.

+  When downgrading firmware, there may be cases when newer hardware is
not supported by an older version of firmware. In these cases, attempting to
downgrade firmware will be prevented (fail). It is recommended to regularly
qualify newer firmware versions, to ensure that newer hardware is supported
in your system(s).

Updating the Controller Firmware
This procedure describes how to prepare your board to be programmed with the latest firmware.

Notes:
1. If the running firmware is older than 1.98 and a transformation is in progress, complete the
transformation before proceeding with the following steps to upgrade the firmware.

2. Complete these procedures exactly as described for proper functionality. If you do not follow all
of the steps correctly, you could encounter unusual runtime behavior.

Flashing the board to the latest firmware:
This section describes how to update all the firmware components on Adaptec controller boards to
the latest release.

If the controller is currently running 1.60 b0 firmware or newer, follow these steps:

1. Mandatory: Flash the target with the provided " SmartFWx100.bin" image with arcconf/maxView
software.

2. Mandatory: Use the OS shutdown/restart operation to gracefully reboot the system to complete
the firmware update process.

Note:
After completing the firmware update, if the firmware version is still showing the prior version, retry
the firmware update steps.

If the controller is currently running 1.32 b0 firmware, follow these steps:
1. Mandatory: Flash the target with the provided “SmartFWx100.bin" image with arcconf/maxView
software.

- If the arcconf/maxView software becomes unresponsive or hangs then power cycle the
system to recover and refer to firmware limitation section Limitations for Firmware Release
1.32 Build 0.

2. Mandatory: If flashing completes, use the OS shutdown/restart operation to gracefully reboot
the system to complete the firmware update process.

Note:
After completing the firmware update, if the firmware version is still showing the prior version, retry
the firmware update steps.

If the controller is currently running 1.04 b0 firmware, follow these steps:
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1. Mandatory: Flash the controller with the provided “SmartFWx100_v1.29_b314.bin" image with
arcconf/maxView software.

2. Mandatory: Reboot the system to refresh all components.

Mandatory: Flash the target with the provided " SmartFWx100.bin" image with arcconf/maxView
software.

4. Mandatory: Use the OS shutdown/restart operation to gracefully reboot the system to complete
the firmware update process.

At this point, the controller would be updated and would be ready to use. Install the SmartPQI driver
and the latest version of the Arcconf/maxView management utility to monitor and configure the
controller.

Note: Downgrading firmware could lead to unexpected behavior due to an incompatibility in
SEEPROMs between this release and the prior release.
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4. Installing the Drivers

See the “Microchip Adaptec® SmartRAID 3100 Series and SmartHBA 2100 Series Host Bus Adapters
Installation and User's Guide (DS00004439, previously ESC-2171547)" for complete driver installation
instructions.
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5. Revision History

The revision history describes the changes that were implemented in the document. The changes
are listed by revision, starting with the most current publication.
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under any Microchip intellectual property rights unless otherwise stated.

Microchip Devices Code Protection Feature
Note the following details of the code protection feature on Microchip products:

+ Microchip products meet the specifications contained in their particular Microchip Data Sheet.

« Microchip believes that its family of products is secure when used in the intended manner, within
operating specifications, and under normal conditions.

« Microchip values and aggressively protects its intellectual property rights. Attempts to breach the
code protection features of Microchip products are strictly prohibited and may violate the Digital
Millennium Copyright Act.

+ Neither Microchip nor any other semiconductor manufacturer can guarantee the security of its
code. Code protection does not mean that we are guaranteeing the product is “unbreakable”.
Code protection is constantly evolving. Microchip is committed to continuously improving the
code protection features of our products.

@ MICROCHIP
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https://www.microchip.com/en-us/about/legal-information/microchip-trademarks
https://www.microchip.com/en-us/about/legal-information/microchip-trademarks
https://www.microchip.com/en-us/support/design-help/client-support-services
https://www.microchip.com/en-us/support/design-help/client-support-services
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