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Details of Change

Date
January Revision 5.0 is a post-production release of this document published in October 2018. The following is a summary of the
2019 changes:

Added commands:

arcconf consistencycheck- Added PARALLELCOUNT, EVENTNOTIFY, INCONSISTENCYREPAIRPOLICY parameters
arcconf create-Updated Controller and Array parameters

arcconf delete-Added maxCache Id parameter and updated ALL

arcconf expanderupgrade-Updated Mode parameter

arcconf getconfig-Added LD and AR parameters

arcconf identify-Added MAXCACHE parameter

arcconf imageupdate-Updated Mode parameter

arcconf modify-Added EXPAND and SHRINK parameter

arcconf phyerrorlog-Updated example

arcconf romupdate-Added ImagePath, toggle and once parameters

arcconf savesupportarchive-Added parameters GUI and Redfish

arcconf setcache-Added DRIVEWRITECACHEPOLICY, WRITECACHEBYPASSTHRESHOLD and RECOVERCACHEMODULE
parameters

arcconf setcontrollerparam-Updated I2CADDRESS parameter

arcconf setmaxcache-Added MAXCACHEWRITEPOLICY

arcconf setstate-Added maxCache Id and SPARETYPE

arcconf Task-Added start array and start logical drive

April 2018 Revision 4.0 is a post-production release of this document published in March 2018.
The following is a summary of the changes:

Add commands: maxcrypto, maxcryptoaccounts, maxcryptokey

arcconf Create-Add ENCODE parameter

arcconf SetControllerParam-Add MIXEDVOLUMES, FWLOCK parameters
arcconf Task-Add ENCODE, CRYPTOERASE, REKEY parameters

arcconf SetConfig-Add CLEARMAXCRYPTOCONFIG parameter

arcconf GetConfig-Display maxCrypto properties

Add section: Running ARCCONF from the UEFI Shell

Add commands supported in UEFI/ARCCONF only: passthrough, slotconfig

September Revision 3.0 is a post-production release of this document published in September 2017.
2017 The following is a summary of the changes:

arconf getconfig-Added logical drive maxCache statistics to the list of information provided by this command.
arcconf setarrayparam-Added SSDIOBYPASS to parameter.

arcconf setcontrollerparam-Added SANITIZELOCK parameter.

arcconf task-Added CHANNEL# ID# parameter and options for secureerase.

arcconf uart-Removed this command.

February Revision 2.0 is a post-production release of this document published in February 2017.
2017 The following is a summary of the changes:

Downloading the Installation Packages-Removed ".exe" from the Linux command.

arcconf create-Added maxCache support and added RAID levels. Added note to avoid mixing SMR and PMR in an
array.

arcconf getconfig-Added display of controller manufacturing information, green backup, associated split mirror
array information, and 12C address, clock speed and clock stretching information.

arcconf identify-Added display of logical drive and array.

arcconf modify-Added note to avoid mixing SMR and PMR in an array.

arcconf romupdate-Updated download URL for .bin file.

arcconf setcontrollerparam- Added I2CADDRESS.

arcconf setmaxcache-Added this new command.

arcconf setpower-Added this new command.

August Preliminary Release for Early Customer Engagement.

2016
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Software License Agreement

PLEASE READ CAREFULLY: THE USE OF THIS SOFTWARE IS SUBJECT TO THE SOFTWARE LICENSE TERMS
OF MICROSEMI, INC. AND OTHER LICENSORS WHOSE SOFTWARE MAY BE BUNDLED WITH THIS PRODUCT.

BY YOUR USE OF THE SOFTWARE INCLUDED WITH THIS PRODUCT YOU AGREE TO THE LICENSE TERMS
REQUIRED BY THE LICENSOR OF THAT SOFTWARE, AS SET FORTH DURING THE INSTALLATION PROCESS.
IF YOU DO NOT AGREE TO THE LICENSE TERMS APPLICABLE TO THE SOFTWARE, YOU MAY RETURN THE
ENTIRE UNUSED PRODUCT FOR A FULL REFUND.

In return for acquiring a license to use the Microsemi software, which may include software from third
party licensors and patches made available by Microsemi (“Software”), and the related documentation,
you agree to the following terms and conditions:

1. License. This Agreement grants you, the Licensee, a license to:

a. Use the Software on a single computer system, which is not intended for use by more than five
(5) users; and:

b. Make one copy of the Software in machine readable form solely for back-up purposes, provided
you reproduce Microsemi's copyright proprietary legends. Notwithstanding the foregoing, the
Software may be used on the home, laptop or other secondary computer of the principal user
of the Software, and an additional copy of the Software may be made to support such use. As
used in this license, the Software is “in use” when it is either loaded into RAM or installed on a
hard disk or other permanent memory device. The Software may be “in use” on only one computer
at any given time. (Different license terms and fees are applicable for networked or multiple user
applications.) As a specific condition of this license, you agree to use the Software in compliance
with all applicable laws, including copyright laws, and that you will not copy, transmit, perform
or distribute any audio or other content using the Software without obtaining all necessary
licenses or permissions from the owner of the content.

2. Restrictions. You may not distribute copies of the Software to others or electronically transfer the
Software from one computer to another over a network. You may not post or otherwise make
available the Software, or any portion thereof, in any form, on the Internet. You may not use the
Software in a computer service business, including in time sharing applications. The Software contains
trade secrets and, in order to protect them, you may not decompile, reverse engineer, disassemble,
or otherwise reduce the Software to a human-perceivable form. YOU MAY NOT MODIFY, ADAPT,
TRANSLATE, RENT, LEASE, LOAN, RESELL FOR PROFIT, DISTRIBUTE, NETWORK OR CREATE DERIVATIVE
WORKS BASED UPON THE SOFTWARE OR ANY PART THEREOF.

3. Ownership of Software. As Licensee, you own the media upon which the software is recorded or
fixed, but Microsemi and its licensors retain title and ownership of the Software recorded on the
original media and all subsequent copies of the Software, regardless of the form or media in which
or on which the original and other copies may exist. This license is not a sale of the Software or any
copy.

4. Confidentiality. You agree to maintain the Software in confidence and that you will not disclose the
Software to any third party without the express written consent of Microsemi. You further agree to
take all reasonable precautions to preclude access of unauthorized persons to the Software.

5. Term. This license is effective until January 1, 2045, unless terminated earlier. You may terminate
the license at any time by destroying the Software (including the related documentation) together
with all copies or modifications in any form. Microsemi will have the right to terminate our license
immediately if you fail to comply with any term or condition of this Agreement. Upon any termination,
including termination by you, you must destroy the Software (including the related documentation),
together with all copies or modifications in any form.
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6. Special Terms Applicable to Databases. Where a database is included with the Software, you
acknowledge that it is licensed only in connection with the use of the Software to perform disc
creation, and that the database and all data derived therefrom must be maintained in confidence
in accordance with the provisions of Section 4. This license does not grant you any rights to distribute
or disclose such database or data.

7. Limited Warranty. Microsemi and its Licensor warrant only that the media upon which the Software
is furnished will be free from defects in material or workmanship under normal use and service for
a period of thirty (30) days from the date of delivery to you. MICROSEMI AND ITS LICENSORS DO
NOT AND CANNOT WARRANT THE PERFORMANCE OR RESULTS YOU MAY OBTAIN BY USING THE
SOFTWARE OR DOCUMENTATION. THE FOREGOING STATES THE SOLE AND EXCLUSIVE REMEDIES
MICROSEMI AND ITS LICENSORS WILL PROVIDE FOR BREACH OF WARRANTY. EXCEPT FOR THE
FOREGOING LIMITED WARRANTY, MICROSEMI AND ITS LICENSORS MAKE NO WARRANTIES,
EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED, AS TO NON-INFRINGEMENT OF THIRD PARTY
RIGHTS, MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. Some states do not allow the
exclusion of implied warranties or limitations on how long an implied warranty may last, so the
above limitations may not apply to you. This warranty gives you specific legal rights and you may
also have other rights which vary from state to state.

8. The entire liability of Microsemi and its licensors, and your exclusive remedy for a breach of this
warranty, shall be:

a. The replacement of any media not meeting the above limited warranty which is returned to
Microsemi; or:

b. if Microsemi or its distributor is unable to deliver replacement media which is free from defects
in materials or workmanship, you may terminate this Agreement by returning the Software and
your money will be refunded.

9. Limitation of Liability. IN NO EVENT WILL MICROSEMI OR ITS LICENSORS BE LIABLE TO YOU FOR ANY
INCIDENTAL, CONSEQUENTIAL OR INDIRECT DAMAGES, INCLUDING ANY LOST PROFITS, LOST SAVINGS,
OR LOSS OF DATA, EVEN IF MICROSEMI OR A LICENSOR HAS BEEN ADVISED OF THE POSSIBILITY OF
SUCH DAMAGES, OR FOR ANY CLAIM BY ANY OTHER PARTY. Some states do not allow the exclusion
or limitation of special, incidental, or consequential damages, so the above limitation or exclusion
may not apply to you.

10. Export. You acknowledge that the laws and regulations of the United States and other countries
may restrict the export and re-export of the Software. You agree that you will not export or re-export
the Software or documentation in any form in violation of applicable United States and foreign law.

11. Government Restricted Rights. The Software is subject to restricted rights as follows. If the Software
is acquired under the terms of a GSA contract: use, reproduction or disclosure is subject to the
restrictions set forth in the applicable ADP Schedule contract. If the Software is acquired under the
terms of a DoD or civilian agency contract, use, duplication or disclosure by the Government is subject
to the restrictions of this Agreement in accordance with 48 C.F.R. 12.212 of the Federal Acquisition
Regulations and its successors and 49 C.F.R. 227.7202-1 of the DoD FAR Supplement and its successors.

12. General. You acknowledge that you have read this Agreement, understand it, and that by using the
Software you agree to be bound by its terms and conditions. You further agree that it is the complete
and exclusive statement of the agreement between Microsemi and you, and supersedes any proposal
or prior agreement, oral or written, and any other communication between Microsemi and you
relating to the subject matter of this Agreement. No additional or any different terms will be
enforceable against Microsemi unless Microsemi gives its express consent, including an express
waiver of the terms of this Agreement, in writing signed by an officer of Microsemi. You assume full
responsibility for the use of the Software and agree to use the Software legally and responsibly. This
Agreement shall be governed by California law, except as to copyright matters, which are covered
by Federal law. This Agreement is deemed entered into at Sunnyvale, California by both parties.
Should any provision of this Agreement be declared unenforceable in any jurisdiction, then such
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provision shall be deemed severable from this Agreement and shall not affect the remainder hereof.
All rights in the Software not specifically granted in this Agreement are reserved by Microsemi.

Should you have any questions concerning this license, contact:

Microsemi Corporation
Legal Department

One Enterprise

Aliso Viejo, CA 92656
(949) 380-6100
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1 Getting Started with the Command Line Utility

This guide explains how your Microsemi Smart Storage controller supports the use of the ARCCONF
command line utility.

This utility allows you to:

¢ Create and delete logical drives

e Encrypt and decrypt logical drive data (if supported by your controller)

¢ Display configuration settings

e Copy configurations from one computer to another

e Flash new firmware and BIOS onto the controller

e Enable the controller to check the removal and connection of any disk drives
e Provide access to the status and event logs of a controller

Note: This guide focuses on using ARCCONF with Microsemi Smart Storage Controllers
(SmartRAID/SmartHBA/SmartlOC/SmartROC). For information about using ARCCONF with
Microsemi Adaptec Series 8 (legacy) RAID controllers, see the Microsemi Adaptec RAID Controller
Command Line Utility User's Guide (ESC-2160659).

1.1 Installing the Command Line Utility

Follow the instructions in this section to install ARCCONF on the supported operating systems.

1.11 Downloading the Installation Packages
Complete these steps to download the ARCCONF installation package for your operating system(s):
1. Open a browser window, then type st art. m cr oseni . comin the address bar.
2. Navigate to your controller product page, then select Storage Manager downloads.
3. Download the ARCCONF Command Line Utility installation package.
4

. When the download completes, extract the package contents to the installation directory on your
machine (Pr ogr am Fi | es or/ opt, for instance).

5. On Linux systems, ensure that ar cconf has 'execute’ privilege:
chnod arcconf +x

1.1.2 Installing Remote ARCCONF

Use the following procedure to install Remote ARCCONF on a VMware ESXi system. Remote ARCCONF
provides command line support on Windows and Linux Guest OSs.

1. Copy the arcconf folder to the remote machine using the Remote Desktop Connection utility (on
Windows) or a remote copy utility, such as putty or scp (on Linux).

Note:
You can also get remote arcconf from the maxView installation directory in the esx_ar cconf
folder.

2. Run arcconf from the installation directory.

1.2 Starting the Command Line Utility

Note: You can run a subset of ARCCONF commands from the UEFI shell. For more information,
see Running ARCCONF in the UEFI Shell on page 53.

1. To start ARCCONF, enter one of the following commands:

Options Description

Windows <install _dir>\arcconf.exe
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Options Description
Linux /<instal |l _dir>/arcconf

VMware ESXiwith / usr/ Renot eAr cconf/ ar cconf
Remote ARCCONF

where Install_dir is the directory where the utility is installed.

2. Tosee a list of available commands, type ARCCONF at the prompt. For help with a specific command,
type ARCCONF <conmmand_namne> hel p.

Microsemi Proprietary and Confidential Microsemi Smart Storage Controllers User's Guide Revision 5.0 10



Using the Command Line Utility @ Microsemi

a @Mlcnocmp company

2 Using the Command Line Utility

This chapter explains how to use the command line utility interactively or in batch mode. With interactive
mode, enter commands at the prompt. In batch mode, create scripts and run the script in the appropriate
shell, as described in the following table:

Table 1 ¢ ARCCONF Batch Environments

Environment Batch File Run Script
Windows .bat CMD.EXE
Linux/Unix .sh sh / bash

In either mode, if your command fails, you immediately see an error message of command failed. Other
script messages that you can get are command completed successfully, or command aborted.

The return values for each command are the same:
0x00: SUCCESS
0x01: FAILURE - The requested command fail ed

0x02: ABORT - The command was aborted because paraneters failed
val i dati on

0x03: | NVALI D ARGUVMENTS - The argunents are incorrect. (Displays COMAND
hel p)

To view a list of commands at the command line, type ARCCONF and press Ent er .

To access the online help for a specific command, type ARCCONF <command>, then press Ent er .
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2.1

ARCCONF Commands

The following commands are available in ARCCONF for Microsemi Smart Storage controllers. The
commands are described on the following pages, in alphabetical order. In the command descriptions,

<> indicates a required parameter and [] indicates an optional parameter.

Table 2 ¢ ARCCONF Commands for Smart Storage Controllers

atapassword
consistencycheck
create

delete
driverupdate
expanderlist
expanderupgrade
getconfig

getlogs
getsmartstats
getstatus
getversion
identify

imageupdate

key

list

maxcrypto1
maxcryptoaccounts’
maxcryptokey1
modify
passthrough2
phyerrorlog
playconfig

rescan
resetstatisticscounters
romupdate

saveconfig
savesupportarchive
setarrayparam
setboot

setcache

setconfig
setconnectormode
setcontrollermode
setcontrollerparam
setmaxcache
setname
setperform
setpower

setpriority

& Microsemi
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setstate
setstatsdatacollection
sIotconﬁg2

smp

splitmirror

task

uninit

Note: ARCCONF supports commands for other controllers that are not listed in the table above.
If you attempt to execute any command not listed Table 2 ¢ ARCCONF Commands for Smart
Storage Controllers, the firmware returns an error.

1 Available on controllers that support maxCrypto Controller-Based Encryption. See the Release
Notes for more information.
2 Available in UEFI/ARCCONF only. See Running ARCCONF in the UEFI Shell on page 53.
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2.2 arcconf atapassword

Description

Sets or clears the password for SATA drives.

Syntax

ARCCONF ATAPASSWORD <Control | er#> SET <new passwor d> <Channel # | D#> . ..
ARCCONF ATAPASSWORD <Control | er#> CLEAR <current password> <Channel # | D#> . ..

Parameters

new password | current password
New password, current password.
Channel/ID

Lists the space-delimited channel number and device number (ID) pairs for each drive on which to set
or clear the password.

Examples

ARCCONF ATAPASSWORD 1 SET uR8ryx 0 1
ARCCONF ATAPASSWORD 1 CLEAR uR8ryx 0 1

2.3 arcconf consistencycheck

Description

Toggles the background consistency check modes of the controller.

Syntax

ARCCONF CONSI STENCYCHECK <Control | er#> <on [Del ay] | of f> [ nopronpt]

ARCCONF CONSI STENCYCHECK <Control | er #> PARALLELCOUNT <Count >

ARCCONF CONS|I STENCYCHECK <Control | er#> EVENTNOTI FY <Enabl e | Di sabl e>
ARCCONF CONSI STENCYCHECK <Control | er #> | NCONSI STENCYREPAI RPOLI CY <Enabl e |
Di sabl e>

Parameters

Controller#
Controller number.

On [Delay]
Turns background consistency check on, with optional 1 second—30 second delay period. The delay
period sets the controller idle time, after which the consistency check will start. A value of 0 disables
the consistency check (effectively the same as setting the parameter to Off). If Delay is unspecified,
the consistency check mode is set to HIGH. If Delay is specified, the consistency check mode is set to
IDLE for the specified period.

PARALLELCOUNT <Count>
Sets the parallel consistency check count. A value of 1 disables the consistency check.

EVENTNOTIFY <Enable | Disable>
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Sets the inconsistency event notification and serial debug message generation setting for mirrored

volumes. The Enable option enables the event notification and serial debug message generation. The

Disable option disables the event notification and serial debug message generation.
INCONSISTENCYREPAIRPOLICY <Enable | Disable >

Sets the inconsistency repair policy for the controller. The Enable option enables the inconsistency
repair; the Disable option disables the inconsistency repair.

Noprompt
Optional parameter that suppresses the confirmation prompt.

Examples

ARCCONF CONSI STENCYCHECK 1 OFF

ARCCONF CONSI STENCYCHECK 1 PARALLELCOUNT 4

CONSI STENCYCHECK 1 EVENTNOTI FY enabl e

CONSI STENCYCHECK 1 | NCONSI STENCYREPAI RPOLI CY enabl e

2.4 arcconf create

Description

Creates a new encrypted or plaintext logical drive and, optionally, enables logical drive read caching,
write caching. You must provide the channel and device ID of the physical devices.

On redundant logical drives, ARCCONF performs autosynchronization.

Note: Do not mix SMR and PMR drives in an array.

Syntax

ARCCONF CREATE <Control |l er#> LOd CALDRI VE [ Opti ons] <Si ze> <RAI D#> <CHANNEL#

| D#> [ CHANNEL# | D#] ... [nopronpt] [nol ogs]

ARCCONF CREATE <Control | er#> LOJd CALDRI VE [ Options] <Size> <RAI D#> ARRAY

<Array#> [nopronpt] [nol ogs]

ARCCONF CREATE <Control | er#> LOG CALDRI VE ENCODE <Enabl e/ Di sabl e> USERRCOLE

<userrol e> [ PASSWORD <password>] [Options] <Size> <RAl D#> ARRAY <Array#>

[ nopronpt] [nol ogs]

ARCCONF CREATE <Control | er#> MAXCACHE [ Opti ons] DATALD, <Logi cal Drive#> <Si ze>
<RAI D#> <CHANNEL# | D#> [ Channel 1# ID#]... [nopronpt] [nol ogs]

ARCCONF CREATE <Control | er #> MAXCACHE [ Opti ons] DATALD, <Logi cal Drive#> <Si ze>
<RAI D#> ARRAY <ARRAY#> [ nopronpt] [nol ogs]

ARCCONF CREATE <Control | er #> RAI DZEROCARRAY <Channel # | D#> [ Channel # | D#]
[ nopronpt] [nol ogs]

Parameters

Controller#
The controller number.
Logical Drive, maxCache
Indicates a logical drive or maxCache Device, with the following options:

e Stripesize <STRIPE>—AIllows the logical drive stripe size to be built. Optional parameters for
specifying a stripe size. STRIPE is specified in kilobytes 16, 32, 64, 128, 256, 512 and 1024 are
supported. The default is 128 KB.

e Legs <LEG>—Optional parameters for specifying number of legs. Value is an integer.

e LEG—Number of legs for RAID level 50 or 60.
e Default—2 legs
e RAID 50—2-16 legs, 3-32 drives/leg, 128 drives max.
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e RAID 60—2-16 legs, 4-16 drives/leg, 128 drives max.

¢ Name <NAME>—Optional parameter for specifying the alias name of a logical device that is
displayed in the utilities. Value is a string of up to 64 characters.
e Method <METHOD>—Initialization method for the logical drive. Valid options include: BUILD
DEFAULT, DEFAULT.
¢ LDcache—Sets the cache state for the logical drive:
e LON— cache on
¢ LOFF—cache off

e CachelineSize <CACHELINESIZE>—Specifies the cache line size in KB for maxCache. Adjusting the
cache line size can impact maxCache performance and maximum size supported. The larger cache
line size can support the larger maxCache size. The default value for this parameter is 64.

e Wecache—Sets the logical drive write cache mode for maxCache devices:

e WT— write-through disabled
e WB—write-back enabled
e WBB—write-back enabled (when protected by battery or flash backup module)

Data Logical Drive #

Specifies the existing data logical drive number to associate with the newly created cache logical
device.

Encode <enable/disable>

Creates encrypted or plaintext logical drives, based on the maxCrypto status and Mixed Volumes
logical device properties (see notes below; see also arcconf maxcrypto on page 25):

e Enable—Creates an encrypted logical drive.

¢ Disable—Creates a plaintext logical drive.

Note:
1. If maxCrypto status is Disabled, then only plaintext logical drives can be created.

2. If maxCrypto status is Enabled and Mixed Volumes property is Enabled, both encrypted and
plaintext logical drives can be created.

3. If maxCrypto status is Enabled and Mixed Volumes property is Disabled, only encrypted
logical drives can be created.

4. If maxCrypto status is Enabled, then logical drives are encrypted by default.

5. To create plaintext logical drives, the Encode option must be specified with authentication
credentials (Userrole/Password).

Userrole <userrole> [Password <password>]
maxCrypto user-role and password. Valid values are:
e crypto (maxCrypto administrator)
e user (standard user)
Array <Array#>
Array number on which to create the logical drive.
ARRAY <maxCache Array#>
The maxCache array number must be assigned to datald.
RAIDZEROARRAY
Create arrays from list of physical device(s) specified.
Each array will contain exactly one physical device and one RAID 0 logical device.
Default values will be applied for all logical device(s) created.
SSDOverProvisioningOptimization <enable | disable>
Initializes solid state drives that support the rapid parity initialization feature.
Size
Indicates the size of the logical drive in megabytes. Use MAX to set size to available space. Use MAXMBR
to set the size to 2 TB.
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RAID#

Indicates the RAID level for the new logical drive: 0, 1, 10, 1(ADM), 10(ADM), 50, 60, and 6(ADG) are
supported.

Note: For a complete list of supported RAID levels for your controller, refer to the product
release notes.
Channel# ID#

Lists the space-delimited channel number and device number pairs for each device to add to the logical
drive.

Noprompt
No prompt for confirmation.

Examples

ARCCONF CREATE 1 LOG CALDRIVE STRIPESIZE 64 MAX 0 1 0 2 0 3 2 NOPROWT
ARCCONF CREATE 1 LOGQ CALDRI VE ssdover provi si oni ngopti mization enable 1024 0 ARRAY 0

ARCCONF CREATE 1 LOGQ CALDRI VE 1024 1 ARRAY 0O
ARCCONF CREATE 1 LOGQ CALDRI VE stripesize 16 nethod build MAX5 000 10 2
ARCCONF CREATE 1 MAXCACHE WB datald 0 17000 1 0 0 0 1
ARCCONF CREATE 1 MAXCACHE datald O 17000 O ARRAY 0O
ARCCONF CREATE 1 LOGQ CALDRI VE ENCCDE di sabl e USERRCLE crypto PASSWORD Abc@234 MAX 5 0
00102
2.5 arcconf delete
Description
Deletes a logical drive, an array, or maxCache logical device . All data stored on the logical drive will be
lost.
Syntax
ARCCONF DELETE <Control | er#> LOGd CALDRI VE <LD#> <LD#> ...| ALL [ nopronpt]
[ nol ogs]

ARCCONF DELETE <Control | er#> LOG CALDRI VE ALL [nopronpt] [ nol ogs]
ARCCONF DELETE <Control | er#> ARRAY <arr#> [nopronpt] [ nol ogs]

ARCCONF DELETE <Control | er#> ARRAY ALL [nopronpt] [ nol ogs]

ARCCONF DELETE <Control | er#> MAXCACHE <maxCache | d#> [nopronpt] [ nol ogs]
ARCCONF DELETE <Control | er#> MAXCACHE ALL [noprompt] [ nol ogs]

Parameters

Controller#

Controller# is the controller number.
LD#

LogicalDrivet is the number of the logical drive to be deleted.
arr#

arr# is the number of the array to be deleted.
maxCache |d#

maxCache Id# is the number of the maxCache logical device to be deleted.
ALL

Deletes all logical devices on array or maxCache.
Noprompt

Optional parameter that suppresses alert messages.
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2.7

Examples

ARCCONF DELETE 1 LOG CALDRIVE 1 2 3
ARCCONF DELETE 1 ARRAY 0O
ARCCONF DELETE 1 ARRAY ALL

arcconf driverupdate

Description

Updates the Windows device driver for the controller.

Note: This command is available on Windows systems only.

Syntax

ARCCONF DRI VERUPDATE <Di r Name> [ nol ogs]

Parameters

DirName

& Microsemi

a @Mlcnocmp company

Absolute path to directory containing the Windows driver for the controller.

Nologs
Optional parameter that suppresses log output.

Examples

ARCCONF DRI VERUPDATE C:\ W NDOWSALL

arcconf expanderlist
Description
Returns a list of disk drive expanders on a controller.

Syntax

ARCCONF EXPANDERLI ST <Control | er #>

Parameters

Controller#
Controller number.

Examples

ARCCONF EXPANDERLI ST 1
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2.8 arcconf expanderupgrade

Description

Allows new firmware to be flashed to an enclosure or expander.

Syntax:

ARCCONF EXPANDERUPGRADE <Control | er #> ENCLOSURE <Connect or# Channel # | D#>
[ ChunkSi ze#] <UpgradeType> <Fil enane> [ Mode#] [ nopronpt]

Parameters

Controller#
Controller number.
Channel#
Channel number of the device to be updated.
ID#
Device number of the device to be updated.
Connector#
Connector number of the device to be updated.
ChunkSize#
Chunk size, in bytes, to be used to update the firmware. Default is 4096 bytes.

Filename
Name of the firmware update file.
UpgradeType
EXPANDER—update the firmware image on the expander or enclosure.
MFG—update the manufacturing image (BOOT SEEPROM) on the expander or enclosure.

CPLD—update the CPLD image on the expander or enclosure.
Note: MFG and CPLD upgrade types are supported on the Microsemi Adaptec AEC-82885T
expander only.

Mode#
The Mode parameter applies to EXPANDER and MFG upgrade types only. Valid values are:

e 2—download microcode only; requires system reset or power cycle to activate (default).
e 6—download microcode with offsets and activate.
e 7—download microcode with offsets, save, and activate.

e E—download microcode with offsets and defer activation.
e F—activate deferred microcode. It does not require the filename as an input.

Noprompt
Optional parameter that suppresses alert messages.

Examples

arcconf EXPANDERUPGRADE 1 ENCLOSURE 2 0 0 1024 EXPANDER C:\Firmnarel mage. bin 7
arcconf EXPANDERUPGRADE 1 ENCLOSURE 2 0 0 512 MFG C:\ Fi rmnar el mage. rom 6
arcconf EXPANDERUPGRADE 1 ENCLOSURE 2 0 0 256 CPLD C:\ CPLDI mage. bi n nopronpt
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2.9 arcconf getconfig

Description

Lists the following information:

Array status, size and member drives

Controller type, status, World Wide Name (WWN), manufacturing information, and mode
Cache preservation status: enabled/disabled, % of cache pages preserved

BIOS, boot block, device driver, and firmware versions

Logical drive status, RAID level and size

Logical drive mount points

RAID 10 segment and group information

maxCache status, SSD information, and statistics of the maxCache logical drive

Device type, device ID, presence of PFA

Physical device state, mount point (for drives with OS partition)

Enclosure information: fan, power supply, and temperature status

SGPIO0 virtual SEP information (virtual enclosure device for SGPIO backplanes)
Connector/Lane/Phy mapping

Green backup details

I12C address, clock speed, and clock stretching status

maxCrypto properties: status, mode, number of encrypted logical devices, master key configuration,
account configuration

Also displays controller BIOS settings if you do not include a device-type keyword.
Note: When displaying adapter information (AD keyword), the Controller Status field is set to Ok
or Not Cx. Its value is set to Not Ok only if:

1. Communication with the controller fails. This occurs when the driver returns an error code
after attempting to send a command to the controller.

2. Alogical drive was created with a newer version of ar cconf . Update to the latest utilities.

3. The controller mode (RAID/Mixed/HBA) is supported by the hardware, but not the firmware.
Usually, this means that an older version of ar cconf is being used against a newer controller.
Update to the latest utilities.

Syntax

ARCCONF GETCONFI G <Control | er#> [ AD| LD [ LD#] | AR[ AR#] | PD [ Channel # | D# Channel #
ID#. .. ]| M CN [AL]] [nol ogs]
ARCCONF CETCONFI G <Control | er#> [ AR [ AR#] | CN|

Parameters

Controller#

Controller number
LD#

Display information about the specified logical device
AR#

Display information about the specified array, including the associated split mirror array, if applicable
AD/PD/AL...

e AD—Adapter information only (including maxCrypto properties)

LD—Logical drive information only
AR—Array information only
PD—Physical device information only

MC—maxCache information only
CN—Connector information only
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e AL—All information
e LD#—Optionally displays information about the specified logical device
e AR#—Optionally displays information about the specified array

Channel# ID#
Channel# ID#: The Channel and ID of the physical device to be display.

Examples

arcconf getconfig 1
Controllers found: 1

Controller information

Controller Status : Optimal

Control |l er Mode : M xed

Channel description : SCsl

Controll er Mdel : MSCC Adaptec Smart RAID 3162-8i /e
Control ler Serial Number : 7139F300097
Controller Wrld Wde Name : 50000D1E001C7D80
Physi cal Sl ot 6

Tenperature : 62 ¢ 143 F (Nornmal)
Host bus type : PCle 3.0

Host bus speed : 7880 MBps

Host bus link w dth : 8 bit(s)/link(s)
PCl Address (Bus: Devi ce: Functi on) :1:0:0

Nunber of Ports T2

Internal Port Count 2

Ext ernal Port Count 0

Defunct disk drive count 0

NCQ st at us : Enabl ed

Queue Depth : Automatic
Moni t or and Perfornmance Del ay : 60 minutes

El evat or Sort : Enabl ed

Degraded Mode Performance Optim zation : Disabl ed

Lat ency : Disabl ed
Statistics data collection node . Disabled

Post Pronmpt Ti meout : 15 seconds

Boot Controller . Fal se

Primary Boot Vol une : None

Secondary Boot Vol ume : None

Driver Name : Smart Pqi. sys
Driver Supports SSD |/ O Bypass : Yes

Manuf act uri ng Part Number : Not Applicable
Manuf act uri ng Spare Part Number : Not Applicable
Manuf act uri ng Wl | ness Log : Not Applicable
NVRAM Checksum St at us . Passed

Sanitize Lock Setting : Anti-Freeze
Power Settings

Power Consunpti on : Not Avail abl e
Current Power Mode : Maxi mum Per f or mance
Pendi ng Power Mode : Not Applicable
Survival Mode : Enabl ed

2.10 arcconf getlogs

Description

Provides access to event logs including:
¢ Alog of special events that may have occurred (rebuilds, LDMs, etc.)

Syntax

ARCCONF GETLOGS <Control | er#> <Typel> [cl ear|tabul ar] [nol ogs]
ARCCONF GETLOGS <Control | er#> <Type2> [tabul ar] [nol ogs]
ARCCONF GETLOGS <Control | er#> <Type3> LOQ CALDRI VE [ <LD#>| ALL] [tabul ar]
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[ nol ogs]

ARCCONF GETLOGS <Control | er#> <Typed4> <Har dwar eType#> [ nol ogs]

ARCCONF GETLOGS <Control | er#> DEVI CE <cl ear> <Error Type#> [ <Channel # | D#>| ALL]
[ nol ogs]

Parameters

Controller#
Controller number.
Typel
One of the following:
e DEVICE—device error log
¢ DEAD—dead (failed) drive log
e EVENT—controller event log
Type2
e STATS—controller statistics data
Type3
e CACHE—cache statistics data for all or a single logical drive
Type4d
One of the following:

1. Cache Memory
2. NVSRAM

ErrorType
One of the following:

e 1—Parity Error Counter
e 2—Link Failure Counter
e 3—Hardware Error Counter
e 4—Aborted Commands Counter
e 5—Medium Error Counter
e 6—SMART Warning Counter
Clear
Clears the specified log from the controller or a specific error counter for one or all physical drives on
a controller.
Channel/ID
Channel and number of the physical device on the controller.
Tabular

Displays the log or statistics in tabular format.
Examples

ARCCONF GETLOGS 1 EVENT
ARCCONF CGETLOGS 1 STATS tabul ar
ARCCONF CGETLOGS 1 DEVICE clear 3 ALL

2.11 arcconf getsmartstats

Description

Displays SMART statistics for the hard drives and Solid State Drives (SSDs) on a controller.
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Syntax

ARCCONF GETSMARTSTATS <Control | er#> [ Tabul ar]

Parameters

Controller#
Controller number.

Tabular
Creates output in tabular format.

Examples

ARCCONF GETSMARTSTATS 1
ARCCONF GETSMARTSTATS 1 TABULAR

2.12 arcconf getstatus

Description
The GETSTATUS function displays the status of any background task that is currently running. The

information includes the type of operation, status, logical drive number and logical drive size (for a
logical device), channel ID/device ID (for a physical drive), and percentage of the operation completed.

Syntax

ARCCONF GETSTATUS <Control | er#> [ nol ogs]

Parameters

Controller#
Controller# is the controller number

Examples

ARCCONF GETSTATUS 1

2.13 arcconf getversion

Description

Lists version information for all controllers or a specific controller's software components, including
information about the BIOS, driver, firmware currently running, and firmware that will run after a reboot.

Syntax

ARCCONF GETVERSI ON
ARCCONF GETVERSI ON <Control | er #>
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Parameters

Controller#
Controller# is the controller number

Examples

ARCCONF GETVERSI ON
ARCCONF GETVERSI ON 1

2.14 arcconf identify

Description

Identifies a physical device by blinking its LEDs. Also, identifies all the physical devices that are used to
create a logical drive, maxCache or array.

Syntax

ARCCONF | DENTI FY <Control |l er#> ALL [TIME <Bli nkTi me>] [ STOP] [ nol ogs]

ARCCONF | DENTI FY <Control | er#> LOGd CALDRI VE <Logi cal Dri ve#> [ TI ME <Bl i nkTi me>]
[ nol ogs]

ARCCONF | DENTI FY <Control | er#> DEVI CE <Channel # | D#> ... [TIME <Bli nkTi nme>]

[ nol ogs]

ARCCONF | DENTI FY <Control | er#> ARRAY <Array#> [ TI ME <Bl i nkTi ne>] [ nol ogs]

ARCCONF | DENTI FY <Control | er#> MAXCACHE [ TI ME <BI i nkTi ne>] [ nol ogs]

Parameters

Controller#
Controller number
LogicalDrive#
Number of the logical drive to be identified
Array#
Array number
MAXCACHE
maxCache device to be identified
Channel# ID#
Channel number and ID number for the physical device(s) to be identified
ALL
Blinks all physical devices on the controller for 1 hour or until the STOP command is issued
TIME <BlinkTime>
Time, in seconds, for the LEDs to continue blinking
STOP
Stops blinking the device

Examples

ARCCONF I DENTIFY 1 DEVICE 0 O
ARCCONF | DENTIFY 1 ALL TI ME 60
ARCCONF | DENTIFY 1 ALL STOP
ARCCONF | DENTIFY 1 LOG CALDRIVE O TI ME 60
ARCCONF | DENTIFY 1 LOG CALDRI VE 0
ARCCONF I DENTIFY 1 DEVICE O 1 TIME 30
1

ARCCONF | DENTI FY 1 ARRAY 0
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2.15 arcconf imageupdate

Description

Allows new firmware to be flashed to the hard drive.

Syntax:

ARCCONF | MAGEUPDATE <Control | er#> DEVI CE <Channel # | D# ChunkSi ze# Fi | enane>
[ Mode#] [Bufferl D#] [ nopronpt]

Parameters

Controller#
Controller number.
Channel#
Channel number of the device to be updated.
ID#
Device number of the device to be updated.
ChunkSize#
Chunk size, in bytes, to be used to update the firmware.

Note: For SATA drives, the chunk size must be a multiple of 512.

Filename
Name of the firmware update file.
Mode#
Firmware update mode. Valid values for physical drives are:

e 3—Download with offsets and save image for immediate and future use
e 7—Download microcode with offsets, save, and activate
¢ 5—Download microcode in single transfer and activate

e 14(E)—Download microcode in 'ChunkSize' byte chunks, but do not activate
e 239(E+F)—Download microcode in 'ChunkSize' byte chunks and activate

BufferID#

Mandatory for tape drive firmware update.
Noprompt

Optional parameter that suppresses alert messages.

Examples

ARCCONF | MAGEUPDATE 1 DEVICE O O 32768 ados.lod 3

2.16 arcconf key

Description
Loads a feature key onto a Microsemi controller.
Syntax

ARCCONF KEY <Control |l er#> SET <Key#>
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Parameters

Controller#
The controller number.
Key#
The key number provided by Microsemi.

Examples

ARCCONF KEY 1 SET ABCDEFGHI JKLMNOPQRSTUVWK

2.17 arcconf list

Description

Lists all controllers in the system, or the configuration of a specific controller.

Syntax

ARCCONF LI ST [Controll er#]

Parameters

Controller#
The controller number.

Examples

ARCCONF LI ST
ARCCONF LIST 1

2.18 arcconf maxcrypto

Description

Configures maxCrypto settings, including:
e maxCrypto master key
¢ Mode (enable/disable)
e Administrator account credentials
e Support for mixed encrypted/plaintext volumes

Also toggles the maxCrypto mode, encodes/encrypts arrays and logical drives, and shows the maxCrypto
certificate.

Syntax

ARCCONF MAXCRYPTO <Control | er#> SETUP manual MODE <enabl e <ACCEPT <yes | no>
> | disabl e> KEYMANAGEMENTMCDE | ocal M XEDVOLUMES <enabl e | di sabl e> MASTERKEY
<mast er keystri ng> USERRCOLE crypto [ PASSWORD <crypto passwor d>]

ARCCONF MAXCRYPTO <Control | er#> MODE <enabl e <ACCEPT <yes | no> > | disable>
USERRCLE <crypto | user> [ PASSWORD <crypt o/ user password>]

ARCCONF MAXCRYPTO <Control | er#> ENCODE LOG CALDRI VE <l ogi cal dri ve#> DATA
<preserve/ di scard> USERROLE <crypto | user> [ PASSWORD <cr ypt o/ user passwor d>]
ARCCONF MAXCRYPTO <Control | er#> ENCODE ARRAY <arr ay#> DATA <preserve/di scard>
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USERRCLE <crypto | user> [ PASSWORD <crypt o/ user password>] [nol ogs]
ARCCONF MAXCRYPTO <Control | er#> SHOWcertificate

Parameters

Controller#
Controller number.
SETUP manual
Enables manual setup; all parameters are required.

MODE <enable <ACCEPT <yes | no>> | disable>

Enables creation of encrypted and plaintext logical devices and allows you to accept the maxCrypto
Terms of Use. Valid values are:

e Enable: Authorized users can create encrypted logical devices or plaintext logical devices, based
on the value of the MIXEDVOLUMES property.
e Disable: Authorized users can create plaintext (non-encrypted) logical devices only.
KEYMANAGEMENTMODE local

Enables local key management.

MIXEDVOLUMES
Enables mixing of encrypted and plaintext logical devices. Valid values are:
e Enable: Authorized users have the option to create encrypted logical devices or plaintext logical
devices.
¢ Disable: New logical devices will be encrypted, with no option to create plaintext logical devices.
MASTERKEY <masterkeystring>
A 10 to 32 character string, using all printable ASCII characters.

Important: Be sure to record the master key and store in a safe place. Once set, the master key
cannot be displayed or recovered, only reset.

USERROLE <userrole> [PASSWORD <password>]

maxCrypto user role and password. Valid values are:
e crypto (maxCrypto administrator)
e user (standard user)

The password is a 8-16 character string, comprising all printable ASCII characters. It must include at
least one uppercase character, one lowercase character, one numeric, and one special character
(#,!,@,...). If password is not entered on the command line, a prompt appears during command
execution.

ENCODE
Encrypts an existing array or logical drive, based on the maxCrypto mode and MIXEDVOLUMES property.

DATA <preserve | discard>
Preserves or discards original data in encoded logical device.

SHOW certificate
Displays the maxCrypto Terms of Use certificate.

Examples

ARCCONF MAXCRYPTO 1 SETUP nanual MODE enabl e ACCEPT yes KEYMANAGEMENTMODE | ocal

M XEDVOLUMES enabl e MASTERKEY xxxxxX USERROLE crypto PASSWORD XXXXXX

ARCCONF MAXCRYPTO 1 SETUP nanual MODE di sabl e KEYMANAGEMENTMODE | ocal M XEDVOLUMES enabl e
MASTERKEY xxxxxXx USERROLE crypto password XXXXXX

ARCCONF MAXCRYPTO 1 MCDE di sabl e USERRCLE crypt o PASSWORD XXXXXX
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2.19 arcconf maxcryptoaccounts

Description

Creates a maxCrypto standard user (non-administrator) account, sets password recovery question/answer,
changes passwords, and recovers passwords.

Syntax

ARCCONF MAXCRYPTOACCOUNTS <Control | er#> CREATEUSER [ CRYPTOPASSWORD <crypto

passwor d> USERPASSWORD <user passwor d>]

ARCCONF MAXCRYPTQOACCOUNTS <Contr ol | er #> CHANGEPASSWORD USERRCLE <crypto | user>
[ OLDPASSWORD <crypt o/ user passwor d> NEWPASSWORD <crypt o/ user passwor d>]

ARCCONF MAXCRYPTQACCOUNTS <Cont r ol | er #> SETRECOVERYPARAM QUESTI ON <" Questi on">
ANSWER <" Answer "> USERROLE crypto [ PASSWORD <crypto password>]

ARCCONF MAXCRYPTQACCOUNTS <Control | er #> RECOVERPASSWORD ANSWER <" Answer " >

USERRCLE crypto [ NEWPASSWORD <crypto password>]

ARCCONF MAXCRYPTOACCQUNTS <Cont rol | er #> RECOVERPASSWORD SHOW quest i on [ nol ogs]

Parameters

Controller#t
Controller number.

CREATEUSER
Creates a standard user account, using the maxCrypto Administrator account (crypto).

Note: The standard user account is limited to lock/unlock firmware update; see arcconf
setcontrollerparam on page 42.

CRYPTOPASSWORD <crypto password>
maxCrypto Administrator account (crypto) password. If crypto password is not entered on the command
line, a prompt appears during command execution.

USERPASSWORD <user password>
maxCrypto standard account (user) password. The password is a 8-16 character string, comprising all
printable ASCII characters. It must include at least one uppercase character, one lowercase character,
one numeric, and one special character (#,!,@,...). If user password is not entered on the command
line, a prompt appears during command execution.

CHANGEPASSWORD
Changes the password for the standard user or crypto (Administrator) account.

USERROLE <crypto | user>
The account type: crypto (Administrator) or user (standard user).

OLDPASSWORD <crypto/user password> NEWPASSWORD <crypto/user password>
The old password and new password for the crypto account or user account. The password is a 8-16
character string, comprising all printable ASCII characters. It must include at least one uppercase
character, one lowercase character, one numeric, and one special character (#,!,@,...). If the password
is not entered on the command line, a prompt appears during command execution.
SETRECOVERYPARAM QUESTION <"Question"> ANSWER <"Answer">

Sets the password recovery question and answer for the crypto (Administrator) account. The question
and answer must be enclosed in quotes.

RECOVERPASSWORD ANSWER <"Answer"> [NEWPASSWORD <crypto password>]

Answers the recovery question and sets the new password for the crypto (Administrator) account. If
the password is not entered on the command line, a prompt appears during command execution.
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RECOVERPASSWORD SHOW question
Shows the recovery question.

Examples

ARCCONF MAXCRYPTOACCOUNTS 1 CHANGEPASSWORD USERRCLE crypt o OLDPASSWORD Abc @l 234
NEWPASSWORD Abc @.23456

ARCCONF MAXCRYPTQACCOUNTS 1 CREATEUSER CRYPTOPASSWORD Abc@234 USERPASSWORD Abc@l23456

ARCCONF MAXCRYPTQACCOUNTS 1 SETRECOVERYPARAM QUESTI ON "Whi ch pl anet are you fron?" ANSWER
"i am from planet earth" USERROLE crypto PASSWORD Abc123456

2.20 arcconf maxcryptokey

Description

Performs maxCrypto key management functions, including changing the master key, generating a new
key for an encrypted array or logical drive, and importing a master key for a logical drive moved from
another controller (allows the controller to access the encrypted data).

Syntax

ARCCONF MAXCRYPTOKEY <Control | er #> CHANGEMASTERKEY <mast er key> USERROLE <crypt o
| user> [ PASSWORD <crypt o/ user passwor d>]

ARCCONF MAXCRYPTOKEY <Control | er#> REKEY ARRAY <array#> USERROLE <crypto |
user > [ PASSWORD <crypt o/ user password>] [ nol ogs]

ARCCONF MAXCRYPTOKEY <Control | er#> REKEY LOGQ CALDRI VE <l ogi cal drive# | ALL>
USERRCLE <crypto | user> [ PASSWORD <crypt o/ user password>]

ARCCONF MAXCRYPTOKEY <Control | er#> | MPORT MASTERKEY <mast er key> USERRCLE <crypto
| user> [ PASSWORD <crypt o/ user password>]

Parameters
Controller#
Controller number.

CHANGEMASTERKEY <masterkeystring>
A 10 to 32 character string, using all printable ASCII characters.

Important: Be sure to record the new master key and store in a safe place. Once set, the master
key cannot be displayed or recovered, only reset.

IMPORT MASTERKEY <masterkeystring>

Imports the master key for a logical drive moved from another controller. The master key is a 10 to
32 character string, using all printable ASCII characters.

REKEY
Generates a new key for an encrypted array or logical drive.

USERROLE <crypto | user> [PASSWORD <crypto/user password>]

maxCrypto user role: crypto (Administrator) or user (standard account), with optional password. If
password is not entered on the command line, a prompt appears during command execution.

Examples

ARCCONF MAXCRYPTCOKEY 1 CHANGEMASTERKEY Abc@ 234567 USERRCLE crypt o PASSWORD Abc@.23456
ARCCONF MAXCRYPTCOKEY 1 REKEY ARRAY 0 USERRCLE crypto PASSWORD Abc@.23456
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2.21 arcconf modify

Description

Morphs a logical device from one RAID level to another (RAID Level Migration). Expands a logical device
from original size to one with larger capacity (Online Capacity Expansion).

Expands, shrinks or moves an array, or moves a logical device to a new array.

Note: Do not mix SMR and PMR in an array.

Syntax

ARCCONF MODI FY <Control | er#> FROM <Logi cal Dri ve#>

TO [ Options] <Size> <RAI D#> <CHANNEL# | D#> [ CHANNEL# | D#] ... [nopronpt]

ARCCONF MODI FY <Control | er#> ARRAY <Array#> MOVE <Channel # | D#> [ Channel # | D#]

ARCIZOE\IEOI:\/&%IS%Y <Control | er#> ARRAY <Array#> HEAL <Channel # | D#> [ Channel # | D#]
nol ogs

ARCOONF MODI FY <Cont rol | er#> LOG CALDRI VE <LD#> MOVEARRAY <Array#> [ nol ogs]
ARCCONF MODI FY <Control | er#> LOG CALDRI VE <LD#> NEWARRAY <Channel # | D#>

[ Channel # 1 D#] ... [nol ogs]

ARCCONF MODI FY <Control | er#> ARRAY <Array#> EXPAND [ nodi fyparitygroups]
<Channel # | D#> [Channel # ID#] ... [nol ogs]

ARCCONF MODI FY <Control | er#> ARRAY <Array#> SHRI NK [ nodi f yparitygroups]
<Channel # | D#> [ Channel # | D#] ...[nol ogs]

Parameters

Controller#

The controller number
LogicalDrive#
The logical drive number to be modified
Array#
The array ID of the array to be modified
Options
One of the following:
e Stripesize <size>—indicates the stripe size in KB. Options are 16, 32, 64, 128, 256, 512, and 1024.
the default is 256KB.
Size
e Sizein MB.
e MAX indicates that you want to use all available space on the disk.
RAID#
RAID level for the logical drive: 0, 1, 10, 50 and 60 are supported.
Channel# ID#

Channel number and device ID for the device
Note: The CHANNEL# and ID# parameters are the list of devices that will contain the target
modification object. Channel and ID are repeatable parameters. For RAID 1 to Simple Volume
migration, CHANNEL# and ID# parameters are ignored.

MOVE

Moves an array to a new set of physical devices. Number of new physical devices must equal the
number of physical devices in the original array.

EXPAND
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Expands an array by adding physical device(s) to it. Only the physical device(s) that need to be added
should be specified.
SHRINK
Shrinks an array by removing physical device(s) from it. Only physical device(s) that need to be removed
should be specified.
HEAL
Replaces failed physical devices in the array with the specified devices
MOVEARRAY
Moves a logical device to an existing array
NEWARRAY
Moves a logical device to a new array created with the specified physical devices
modifyparitygroups
Reconfigures the logical device(s) parity groups based on the final number of physical devices in the
array
noprompt
Suppresses the user prompt

Examples

ARCCONF MODI FY
ARCCONF MODI FY
ARCCONF MODI FY
ARCCONF MODI FY
ARCCONF MODI FY
ARCCONF MODI FY
ARCCONF MODI FY
ARCCONF MODI FY
ARCCONF MODI FY

FROM 2 TO 2048 0 23 0 124 0 117
ARRAY 1 MOVE 0 2

ARRAY 1 HEAL 0 O
LOG CALDRI VE 0 MOVEARRAY 1

LOG CALDRI VE 0 NEWARRAY 0 4 0 5
ARRAY 1 EXPAND 0 0 O 1

ARRAY 1 SHRINK 0 0 0 1

ARRAY 1 EXPAND MODI FYPARI TYGROUP
ARRAY 1 SHRI NK MODI FYPARI TYGROUP

01
03
01

RPRRRRRRRR

S0001
S0001
2.22 arcconf passthrough

Description

Sends a passthrough SCSI command. The CDB bytes are enclosed in square brackets, hex encoded,
space-delimited, and must number 6, 10, 12, or 16 bytes. Read data may be redirected to a file. Write
data is taken from the specified file. Transfers are limited to 2048 bytes. Transfer lengths are inferred
for common SCSI CDBs but may be overridden using the length parameter.

Syntax

Usage:

PASSTHROUGH <Control | er #> <Channel # | D#> <read| notransfer> [l ength] <[> CDB>
<] > [rawhex] [nopronpt] [nol ogs]

PASSTHROUGH <Control | er#> <Channel # | D#> <readw t hsense| notransferw t hsese>
[length] <[> <CDB> <]> [rawhex] [nopronpt] [nol ogs]

PASSTHROUGH <Control | er#> <Channel # | D#> <write> [l ength] <[> <CDB> <]>

<Fi | enane> [rawhex] [nopronpt]

PASSTHROUGH <Control | er#> <Channel # | D#> <writew thsense> [l ength] <[> <CDB>
<] > <Fil enanme> [rawhex] [nopronpt]

PASSTHROUGH <Cont rol | er #> <Channel # | D#1- | D#2> <read> [l ength] <[> <CDB> <] >
[ rawhex] [ nopronpt]

PASSTHROUGH <Control | er #> <Channel # | D#1, |D#2, #| D#3> <read> [length] <[>
<CDB> <] > [rawhex] [nopronpt]

Parameters

CDB
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SCSI Command Descriptor Block. The CDB bytes are enclosed in square brackets, hex encoded,
space-delimited, and must be 6, 10, 12, or 16 bytes.

length
Read/write data buffer length.

Read
Command direction is read.

Write
Command direction is write.

notransfer
No command direction (No data to read/write from/to the device).

readwithsense
Command direction is read with sense data.

writewithsense
Command direction is write with sense data.

notransferwithsense
Read only the sense data.

rawhex

Displays Hex data only of the Passthrough response.
Controller#

The controller through which the passthrough CDB is to be sent.

Channel# ID#
The channel and ID of the physical device.

FileName
Write the CDB data input file.

noprompt
Suppress alert messages.

nologs
Suppress log output.

Supported Commands

Refer to the SCSI primary/block command specification for command format for each of the following
commands.

Table 3 e Passthrough CDB Commands

Opcode Command Direction
0x00 TEST UNIT READY notransfer
0x03 REQUEST SENSE read

0x08 READ (6) read

0x0A WRITE (6) write
0x12 INQUIRY read

0x15 MODE SELECT (6) write
0x1A MODE SENSE (6) read
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Opcode Command Direction
0x1B START STOP UNIT notransfer
0x1C RECEIVE DIAGNOSTIC RESULTS read
0x1D SEND DIAGNOSTIC write
0x25 READ CAPACITY (10) read
0x28 READ (10) read
0x2A WRITE (10) write
O0x2E WRITE AND VERIFY (10) write
0x3B WRITE BUFFER write
0x3C READ BUFFER read
0x4C LOG SELECT write
0x4D LOG SENSE read
0x55 MODE SELECT (10) write
Ox5A MODE SENSE (10) read
Ox5E PERSISTENT RESERVE IN read
Ox5F PERSISTENT RESERVE OUT write
0x85 ATA PASSTHROUGH (16) write
0x88 READ(16) read
OxAO0 REPORT LUNS read
0xA8 READ (12) read
OXAA WRITE (12) write
OxAE WRITE AND VERIFY (12) write

2.23 arcconf phyerrorlog

Description

Displays PHY error logs for physical devices on a controller.

Syntax

ARCCONF PHYERRORLOG <Control | er#> DEVI CE <Channel # | D#>
ARCCONF PHYERRORLOG <Control | er#> DEVI CE ALL

Parameters

Controller#

Controller number.
Channel/ID

Channel and number of the physical device on the controller.
ALL

Displays PHY error log for all physical devices.

Microsemi Proprietary and Confidential Microsemi Smart Storage Controllers User's Guide Revision 5.0 32



Using the Command Line Utility @ Microsemi

a @Mlcnocmp company

Examples

ARCCONF PHYERRORLOG 1 DEV

ICEO O
ARCCONF PHYERRORLOG 1 DEVI CE ALL

0
AL
2.24 arcconf playconfig

Description

Configures a controller using a XML server template file produced by the SAVECONFIG command (see
arcconf saveconfig on page 36). Use this command to deploy the same controller configuration on
multiple servers in your storage space.

Note:

1. The XML server template file (default, saveconfig.xml) is editable. For example, you may need
to change the disk drive capacity, logical drive size, or RAID level.

2. Drives from the same vendor with slightly different capacities (147GB vs 150GB, for instance)
are considered interchangeable. If the interchange results in a change in logical drive capacity,
the drive is scaled, as needed. For example, if the new drives have 4% more capacity due to
vendor or model changes, then all logical drives are increased in size by 4%.

3. Be sure to check the log file to verify that the controller was configured successfully. The exit
codes, shown below, indicate the success or failure of the operation and if the system needs
to be rebooted.

Code Value Meaning

SUCCESS 0 Configuration succeeded, no reboot is required.

FAILURE_GENERAL 1 An error occurred and the configuration could not
be completed.

SUCCESS_REBOOT 2 Configuration succeeded, but a reboot is required.

Syntax

ARCCONF PLAYCONFI G <l nput XML Fi |l e> [LogFile] [FORCE ALL|LOG CALSI ZE] [SLOTID|

Parameters

Input XML File

The pathname of the server template file. The default server template file is available at
C:\PMCS\Logs\saveconfig.xml.

LogFile
Sets the pathname of the error log file. By default, the error log is available at
C:\PMCS\Logs\playconfig.log.

FORCE

Forces deployment of the server even if the controller does not support all features, or the drive
capacity does not match the configuration in the input XML file. Use FORCE ALL to force deployment
of all features; use FORCE LOGICALSIZE to force deployment of just the logical drives.

SLOTID
Apply the configuration based on Slot ID instead of Device ID.
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Examples

ARCCONF PLAYCONFI G server1_config.xm playconfig.log FORCE ALL

2.25 arcconf rescan

Description

Enables the controller to check for the removal of any disk drives and to check for the connection of
any new disk drives to the controller. Controller rescan runs in the background, asynchronously. When
rescan is started, a message is displayed stating that the process is running in the background and may
take 10 minutes to complete. Another message is displayed if a rescan is started while one is already
in progress.

Syntax

ARCCONF RESCAN <Control | er#> [ nol ogs]
ARCCONF RESCAN ALL [ nol ogs]

Parameters

Controller#
The controller number
ALL
Rescans all controllers in the system

Examples

ARCCONF RESCAN 1
ARCCONF RESCAN ALL

2.26 arcconf resetstatisticscounters

Description

Resets statistics counters for a controller and the logical and physical devices attached to it. Use this
command to clear the counters and create fresh statistics, including (but not limited to):
e Read/Write Request Count

e Sectors Read/Written/Flushed
¢ Unaligned Reads/Writes

e Avg/Max Request Latency

e Max Queue Depth

e Max Request Latency

e Avg Dirty Cache Lines

e Avg Free Processor Ram

e Avg Locked Stripes

e Command Count
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Syntax

ARCCONF RESETSTATI STI CSCOUNTERS <Contr ol | er #>

Parameters

Controller#
The controller number

Examples

ARCCONF RESETSTATI STI CSCOUNTERS 1

2.27 arcconf romupdate

Description

Allows new firmware and BIOS to be flashed to the controller. A reboot is required for the new firmware
to take effect.

Note:

1. This command is supported on all OSs that support maxView Storage Manager.

2. You can download the .bin update files at https://storage.microsemi.com/en-us/support/start/

Syntax

ARCCONF ROMUPDATE <Control | er#> <l magePat h> [once] [nopronpt] [nol ogs]
ARCCONF ROMUPDATE 1 toggl e [ nopronpt]

Parameters

Controller#
The controller number.
ImagePath
This is the full path of the ROM image file.
toggle
Toggles active ROM image to backup ROM image.
once*
If specified, only the active ROM is flashed with the new image.
Noprompt
An optional parameter that suppresses the confirmation prompt.

Examples

ARCCONF ROMUPDATE 1 C:\firnmwarel nage\ Smart FW bi n nopr onpt
ARCCONF ROMUPDATE 1 toggle
ARCCONF ROMUPDATE 1 C:\firnmuarel mage\ Smart FW bi n once
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2.28 arcconf saveconfig

Description

Note: This command is supported on all OSs that support maxView Storage Manager.

Saves the controller configuration to a XML server template file, including the controller type, operational
settings, physical drive size, logical drive size, RAID level, and more. Use this file with the PLAYCONFIG
command to deploy the same controller configuration to other servers in your storage space; see arcconf
playconfig on page 33 for more information.

Note: Be sure to check the log file to verify that the configuration XML file was created successfully.
The exit codes, shown below, indicate the success or failure of the operation.

Code Value Meaning
SUCCESS 0 Configuration XML generated successfully.
FAILURE_GENERAL 1 An error occurred and the configuration XML could

not be generated.

Syntax

ARCCONF SAVECONFI G [Input XM File] [LogFil e]

Parameters

Input XML File

The pathname of the server template file. The default name (if you omit this parameter) is
C:\PMCS\Logs\saveconfig.xml.

LogFile
The pathname of the error log file. By default, the error log is available at C:\PMCS\Logs\saveconfig.log.

Examples

ARCCONF SAVECONFI G server1_config.xm C:\LOGS\ SERVERL. LOG

2.29 arcconf savesupportarchive

Description

Saves configuration and status information to help diagnose a problem with your system. Saved
information includes device logs, drive logs, event logs, error logs, controller logs, history logs, basecode
logs, and SMART statistics.

By default, the log files are saved in the Support folder in the standard logs directory for your operating
system (/var/log for Linux, and so on).

Syntax

ARCCONF SAVESUPPORTARCHI VE [ Pat h]
[Firmvare| GUI | CI M Arcconf | Storlib| Agent| Basecode| GUl | Redf i sh]

ARCCONF SAVESUPPORTARCHI VE [Pat h] [ Fi rmnare| Arcconf| Storl i b|] Basecode]
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Parameters

Path

Path to store the log files.
Log type:

One of these options:

¢ Firmware: saves Firmware logs

Arcconf: saves Arcconf logs
Storlib: saves StorLib logs
Basecode: saves basecode logs
GUI: saves GUI logs
Redfish: saves Redfish logs

Examples

ARCCONF SAVESUPPORTARCHI VE
ARCCONF SAVESUPPORTARCHI VE Fi r mwar e

2.30 arcconf setarrayparam

Description

Changes a parameter of an array.

Syntax

ARCCONF SETARRAYPARAM <Control | er#> <Array#> SPARETYPE <Type> [ nol ogs]
ARCCONF SETARRAYPARAM <Control | er#> <Array#> CONSOLI DATESPACE [ nol ogs]
ARCCONF SETARRAYPARAM <Control | er #> <Array#> SSDI OBYPASS <enabl e/ di sabl e>
[ nol ogs]

Parameters

Controller#

Controller number
Array#

Array number to be modified
SPARETYPE

Sets the spare type for the array:
e 1:Dedicated—A spare that replaces a failed drive in the array, and is shareable between arrays.
e 2:Autoreplace—A spare that replaces a failed drive in the array, and is not sharable between
arrays.

CONSOLIDATESPACE
Relocates the logical drives in the array and consolidates the array free space at the end of the array.
SSDIOBYPASS

Enables or disables I/O bypass for all logical devices in the array. Default is enabled.
e 1:Enable—I/0 bypass on array will be enabled.

e 2:Disable—I/0 bypass on array will be disabled.
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Examples

ARCCONF SETARRAYPARAM 1 0 SPARETYPE 1
ARCCONF SETARRAYPARAM 1 0 CONSOLI DATESPACE
ARCCONF SETARRAYPARAM 1 O SSDI OBYPASS enabl e

2.31 arcconf setboot

Description

Sets the controller as a boot device for the system. This command is available only when the controller
is offline.

Syntax

ARCCONF SETBOOT <Control |l er#> LOJ CALDRI VE <Logi cal Drive#> [ TYPE <Boot Type>]
[ nol ogs]

ARCCONF SETBOOT <Control | er#> DEVI CE <Channel # | D#> TYPE <Boot Type> [ nol ogs]

ARCCONF SETBOOT <Control | er#> ENABLE

Parameters

Controller#
Controller number
LogicalDrive#
Logical drive number to mark as the boot device
Channel# ID#
Channel and ID of the physical device to mark as the boot device
TYPE <Boot Type>

Boot type of the logical or physical device:
e Primary - Primary boot logical/physical device
e Secondary - Secondary boot logical/physical device
¢ None - Non-bootable

ENABLE
Sets the controller as a boot controller

Examples

ARCCONF SETBOOT 1 LOGQ CALDRIVE O TYPE prinary
ARCCONF SETBOOT 1 DEVICE 0 5 TYPE secondary
ARCCONF SETBOOT 1 ENABLE

2.32 arcconf setcache

Description

Changes the cache mode for a logical drive, or the write cache mode for all drives or a single physical
drive on a controller.

Syntax

ARCCONF SETCACHE <Control |l er#> LOQJ CALDRI VE <Logi cal Dri ve#> <l ogi cal node>

[ nopronpt] [ nol ogs]

ARCCONF SETCACHE <Control | er#> DRI VEVWRI TECACHEPOLI CY <Dri veType> <CachePol i cy>
[ nopronpt] [nol ogs]
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ARCCONF SETCACHE <Control | er#> CACHERATI O <read#> <write#>

ARCCONF SETCACHE <Control | er#> WAl TFORCACHEROOM <enabl e | di sabl e>
ARCCONF SETCACHE <Control | er#> NOBATTERYWRI TECACHE <enabl e | di sabl e>
ARCCONF SETCACHE <Control | er#> WRI TECACHEBYPASSTHRESHOLD <t hr eshol d si ze>
ARCCONF SETCACHE <Control | er #> RECOVERCACHEMODULE

Parameters

Controller#

The controller number
LogicalDrive#

The number of the logical drive whose cache will be altered
Logical mode

Logical drive cache mode:

e con—cache enabled
e coff—cache disabled
Channel/ID
Lists the space-delimited channel number and device number pairs for each device.
DRIVETYPE
¢ Configured—drive write cache policy for configured drives
¢ Unconfigured—drive write cache policy for unconfigured drives
CachePolicy
Write cache policy setting; choose any of the following values
e 0O-default
e 1l-enable
e 2-disable

CACHERATIO <read#> <write#t>

Sets the cache ratio for the controller:
e read#f—read cache percentage
e writef—write cache percentage

WAITFORCACHEROOM

Wait for room in the read/write cache when full instead of automatically bypassing it in favor of higher
performance. Enabling this feature prevents RAID 1 inconsistencies that occur whenever the host
changes buffer contents during write operations.

¢ Enable—wait for room in the read/write cache

¢ Disable—do not wait for room in the read/write cache

NOBATTERYWRITECACHE

Enables write caching when a battery or supercapacitor is not present or fully charged. This setting
applies to all logical drives on the controller; at least one logical drive must exist before usage.

e Enable—enable write caching on controller without fully charged battery or supercapacitor
¢ Disable—disable write caching on controller without fully charged battery or supercapacitor

Caution: Enabling write caching without a fully charged battery/supercapacitor may cause data
loss in the event of a power failure.

WRITECACHEBYPASSTHRESHOLD
Sets the write cache bypass threshold for the controller. This allows you to choose a value to bypass
the cache when the large write reaches that threshold. Units are in KB and the value must be a multiple
of 16 KB. The target can be any valid controller.
¢ Threshold size—the valid threshold size is between 16 KB and 1040 KB.
RECOVERCACHEMODULE
Recovers the failed cache module.
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Examples

ARCCONF SETCACHE 1 CACHERATI O 60 40

ARCCONF SETCACHE 1 WAl TFORCACHEROOM enabl e

ARCCONF SETCACHE 1 NOBATTERYWRI TECACHE enabl e

ARCCONF SETCACHE 1 DRI VEWRI TECACHEPOLI CY Configured O Unconfigured 1 hba 2
1
1

ARCCONF SETCACHE 1 WRI TECACHEBYPASSTHRESHOLD 1040

ARCCONF SETCACHE RECOVERCACHEMODUL E
2.33 arcconf setconfig
Description

Resets the controller configuration. Logical drives are deleted, hard disks are reset to the READY state,
cache contents are lost, and controller settings are reset to default values. Optionally, you can clear the
maxCryto configuration, including all keys, passwords, and maxCrypto users (administrator and standard
user).

Syntax

SETCONFI G <Control | er#> <DEFAULT | CLEARVMAXCRYPTOCONFI G> [ nopronpt ]

Parameters

Controller#t
The controller number

Default

Restores the controller's default configuration.
Clearmaxcryptoconfig

Restores the default maxCryto configuration.
Noprompt

No prompt for confirmation.

Examples

ARCCONF SETCONFI G 1 DEFAULT
ARCCONF SETCONFI G 1 CLEARVAXCRYPTOCONFI G

2.34 arcconf setconnectormode

Description

Use this command to configure controller connectors to different operating modes:

e HBA Mode—Allows the controller to act and be used as a Host Bus Adapter. RAID functions of the
controller are disabled. All attached drives are surfaced as RAW devices.

e RAID: Hide RAW—AII RAID functions of the controller are enabled, but RAW devices are not exposed
to the operating system.

¢ Mixed—RAID volumes and RAW drives are exposed to operating system.

Syntax:

ARCCONF SETCONNECTORMODE <Control | er #> <Connect or #> <Functional Mode#>
<Connector #> <Functional Mde#> ... [nopronpt] [nol ogs]
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Parameters

Controller#

Controller number.
Connector#

Connector number.
Functional Mode#

One of the following values:

e 1-HBA Mode
e 2 -RAID: Hide RAW
e 3-Mixed

nologs
Suppresses log output.
Examples

ARCCONF SETCONNECTORMCDE 1 1 1
ARCCONF SETCONNECTORMCODE 1 3 3

2.35 arcconf setcontrollermode

Description

Use this command to configure the controller operating mode for all connectors:

e HBA Mode—Allows the controller to act and be used as a Host Bus Adapter. RAID functions of the
controller are disabled. All attached drives are surfaced as RAW devices.

e RAID: Hide RAW—AII RAID functions of the controller are enabled, but RAW devices are not exposed
to the operating system.

¢ Mixed—RAID volumes and RAW drives are exposed to operating system.
Syntax

ARCCONF SETCONTROLLERMODE <Control | er#> <Control |l er Mode> [ nol ogs]

Parameters

Controller Mode

Change a controller's mode.
e 2-HBA Mode

e 3 -RAID: Hide RAW
e 5-Mixed

Examples

ARCCONF SETCONTROLLERMCODE 1 2
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2.36 arcconf setcontrollerparam

Description

Changes a parameter of a controller.

Syntax

ARCCONF SETCONTROLLERPARAM <Cont r ol | er #> QUEUEDEPTH <QDept h> [ nol ogs]

ARCCONF SETCONTROLLERPARAM <Cont rol | er #> SPAREACTI VATI ONMODE <Mbde> [ nol ogs]

ARCCONF SETCONTROLLERPARAM <Control | er#> ELEVATORSORT <Enabl e | Disabl e>

[ nol ogs]

ARCCONF SETCONTROLLERPARAM <Control | er#> LATENCY <Lat ency> [ nol ogs]

ARCCONF SETCONTRCOLLERPARAM <Control | er#> | 2CADDRESS <i 2cAddr ess> <i 2cd ockSpeed>
<i 2cC ockSt r et chi ng> [ nol ogs]

ARCCONF SETCONTROLLERPARAM <Control | er#> SANI TI ZELOCK <sani ti zeLock>

ARCCONF SETCONTROLLERPARAM <Control | er# M XEDVOLUMES <Enabl e | Di sabl e>

USERRCLE <userrol e> PASSWORD <passwor d>

ARCCONF SETCONTROLLERPARAM <Control | er#> FW.OCK <Enabl e | Di sabl e> USERRCLE

<userrol e> PASSWORD <passwor d>

Parameters

Controller#
Controller number

QUEUEDEPTH <QDepth>
Sets the queue depth for the controller. Valid values are 0, 2, 4, 8, 16, and 32. A value of 0 indicates
automatic queue depth.

SPAREACTIVATIONMODE <mode>
Sets the spare activation mode from activation on failure to predictive spare activation. Valid values
are:

e 0: Activate on failure (default)
e 1:Activate on predictive failure

ELEVATORSORT

Sets the behavior of the controller cache write Elevator sort algorithm.
LATENCY

Sets the flexible latency scheduler. Valid values are:

e 0: Disable (default).

1: Low. Sets value to 250.
2 : Medium. Sets value to 100.
3: High. Sets value to 50.
4: Aggressive level 1. Sets value to 30.
5: Aggressive level 2. Sets value to 10.

I2CADDRESS
Sets the 12C Address of the controller. Sets the 12C clock speed.

® i2cAddress. Hexadecimal input from range of Ox00—OxFF.
e i2cClockSpeed. Sets the 12C clock speed

e 0: Disable (default)
e 2:12CClock Speed is 100 kHz

e 3:12CClock Speed is 400 kHz

e i2cClockStretching. Sets the 12C clock stretch.

e Enable—Enables clock stretching.
¢ Disable—Disables clock stretching.

SANITIZELOCK
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Sets the Sanitize lock on the controller.

¢ sanitizeLock
¢ None - Default setting
* Freeze - Freezes the Sanitize operation on all supported drives

¢ AntiFreeze - Blocks setting the Freeze mode on all supported drives. Prevents further attempts
to freeze the Sanitize operation on the hard drive.

MIXEDVOLUMES
Enables mixing of encrypted and plaintext logical devices. Valid values are:
e Enable: Authorized users have the option to create encrypted logical devices or plaintext logical
devices (not encrypted).
e Disable: New logical devices will be encrypted, with no option to create plaintext logical devices.
FWLOCK

Locks/unlocks controller firmware update. Valid values are:
e Enable: Authorized users can update the controller firmware.
¢ Disable: Controller firmware cannot be updated.
USERROLE <userrole> PASSWORD <password>

maxCrypto user-role and password. Valid values are:
e crypto (maxCrypto administrator)
e user (standard user)

Examples

ARCCONF SETCONTROLLERPARAM 1 QUEUEDEPTH 16

ARCCONF SETCONTROLLERPARAM 1 SPAREACTI VATI ONMODE 0O

ARCCONF SETCONTROLLERPARAM 1 ELAVATORSORT di sabl e

ARCCONF SETCONTROLLERPARAM 1 LATENCY 2

ARCCONF SETCONTROLLERPARAM 1 | 2CADDRESS 0x05 2 Di sabl e

ARCCONF SETCONTROLLERPARAM 1 SANI Tl ZELOCK Freeze

ARCCONF SETCONTROLLERPARAM 1 M XEDVOLUMES enabl e USERROLE crypto PASSWORD Abc @234
ARCCONF SETCONTROLLERPARAM 1 FW.OCK enabl e USERROLE crypt o PASSWORD Abc@l 234

2.37 arcconf setmaxcache

Description

Updates the maxCache write cache policy for one or more logical drives.

Syntax: Write Caching

ARCCONF SETMAXCACHE <Control |l er#> LOG CALDRI VE <LD#> [ <LD#> <LD#>. . ]
MAXCACHEWRI TEPOLI CY <Pol i cy> [ nol ogs]

Parameters

Controllertt
The controller number.

LogicalDrive#
The number of the logical drive. You can specify one or more logical drives.

MAXCACHEWRITEPOLICY
Changes the MaxCache Write Cache policy on the logical device.
¢ Policy - MaxCache Write Cache Policy
e \WB - Write Back Cache Policy
e WT - Write Through Policy
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Examples

ARCCONF SETMAXCACHE 1 LOG CALDRI VE 0 MAXCACHEWRI TEPOLI CY wt

2.38 arcconf sethame

Description

Renames a logical drive.

Syntax

ARCCONF SETNAME <Control | er#> LOG CALDRI VE <Logi cal Dri ve#> <New Nanme>

Parameters

Controller#
Controller number
LogicalDrive#
The number of the logical drive to be renamed
New Name
The new name of the logical drive, and must be of 1 to 64 characters long, using only ASCII characters.

Examples

ARCCONF SETNAME 1 LOG CALDRI VE 1 BACKUP_A

2.39 arcconf setperform

Description

Changes controller settings based on the application type.

Syntax

ARCCONF SETPERFORM <Cont rol | er #> MNPDELAY <Del ay> [no | 0gs]
ARCCONF SETPERFORM <Control | er#> DPO <Enabl e | Di sabl e> [no | ogs]

Parameters

Controller#
The controller number
MNPDELAY <Delay>

Sets the monitor and performance delay for the controller, in seconds. Default is 60 minutes (3600
seconds).

DPO
Enables or disables the degraded performance setting for the controller. Default is disabled.
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Examples

ARCCONF SETPERFORM 1 MNPDELAY 1800
ARCCONF SETPERFORM 1 DPO enabl e

2.40 arcconf setpower

Description

Modifies the power management settings.

Syntax

ARCCONF SETPOVER <Control | er #> PONERMODE <npde> SURVI VALMODE <nopde>

Parameters

Controller#
The controller number.

POWERMODE
Specifies the power mode for the controller.
e 1: Minimum power-Set static settings to lowest possible values and reduce power dynamically

based on workload.
e 2:Balanced power-Set static settings based on configuration and reduce power dynamically based

on workload.
e 3: Maximum performance-Set static settings to highest possible values and do not reduce power
dynamically.
SURVIVALMODE

Survival mode allows the controller to throttle back dynamic power settings to their minimum when
temperatures exceed the warning threshold.

This allows the server to continue running in more situations, but performance may decrease.

e Enable-Survival mode enabled.
¢ Disable-Survival mode disabled.

Examples

SETPONER 1 PONERMODE 2
SETPONER 1 SURVI VALMODE 1

2.41 arcconf setpriority

Description

Changes a task's execution priority or a controller's global background task priority.

Syntax

ARCCONF SETPRI ORI TY <Control | er#> <REBUI LD| EXPAND> <New Priority>
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Parameters

Controller#
The controller number
New Priority

LOW, MEDIUM, or HIGH. For REBUILD only: MEDIUMHIGH (if rapid rebuild priority is supported on
the controller).

REBUILD
Sets the controller's rebuild priority.
EXPAND
Sets the controller's capacity expansion (OCE) priority.

Examples

ARCCONF SETPRIORITY 1 EXPAND LOW
SETPRI ORI TY 1 REBU LD MEDI UM

2.42 arcconf setstate

Description

Changes the state of a physical device or logical device or maxcache from its current state to the
designated state.

Syntax

ARCCONF SETSTATE <Control | er#> DEVI CE <Channel #> <Devi ce#> <St at e> [ ARRAY

<AR#>] [nopronpt] [ nol ogs]

ARCCONF SETSTATE <Control | er#> LOG CALDRI VE <LD#> OPTI MAL [ ADVANCED <opt i on>]
[ nopr onpt ]

ARCCONF SETSTATE <Control | er#> MAXCACHE <LD#> OPTI MAL [ nopronpt]

Parameters

Controller#

The controller number
Channel#

The channel number for the drive.
Device#

Device number for the device.
LD#

Logical drive number.
AR#

Array number.
State

e HSP—Create a hot spare from a ready drive. Dedicates the HSP to one or more .

e RDY—Remove a hot spare designation. Attempts to change a drive from Failed to Ready.
e DDD—Force a drive offline (to Failed).

e EED—Enable the erased drive.

MAXCACHE
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Optional keyword for maxCache devices only. Include if State is HSP or RDY, and the hot spare is for
a maxCache device.
e maxCache |d#—maxCache logical device ID to be forced optimal.

e SPARETYPE—Sets the sparetype for the array.
e Type
e 1:Dedicated—A dedicated spare temporarily takes over for a failed drive and can be shared
between arrays.
e 2:Autoreplace—An autoreplace spare replaces a failed drive and cannot be shared between
arrays.

Noprompt:
No prompt for confirmation.

Examples
ARCCONF SETSTATE 1 LOG CALDRI VE 1 OPTI MAL
ARCCONF SETSTATE 1 DEVICE 0 O DDD
ARCCONF SETSTATE 1 DEVICE 0 0 RDY
ARCCONF SETSTATE 1 DEVICE 0 0 HSP ARRAY 0
ARCCONF SETSTATE 1 MAXCACHE 0 OPTI MAL
ARCCONF SETSTATE 1 DEVICE 0 0O DDD

2.43 arcconf setstatsdatacollection
Description
Enables or disables statistics collection for a controller. To display the statistics, seearcconf getlogs on
page 20.
Syntax

ARCCONF SETSTATSDATACCLLECTI ON <Control | er#> Enabl e| Di sabl e

Parameters

Controller#

The controller number
Enable

Turns statistics collection on.
Disable

Turns statistics collection off.

Examples

ARCCONF SETSTATSDATACOLLECTI ON 1 ENABLE
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2.44 arcconf slotconfig

Description

Lists the channel ID and device ID of the devices in each slot of an enclosure A slot with no devices
marked as EMPTY.

Syntax

Usage: ARCCONF SLOTCONFI G <Control | er#> <Encl osurel D#> <Sl ot #>
Usage: ARCCONF SLOTCONFI G <Control | er#> <Encl osur el D#> NMAP

Parameters
Controller#

The controller for which slot configuration is required.
EnclosurelD#

The enclosure where slot configuration is required.

Slot#
The slot number of the drive where information is required.

MAP
Display the slot configuration of an enclosure.

Examples

ARCCONF SLOTCONFIG 1 0 2 2

ARCCONF SLOTCONFIG 1 CNO 1 O

ARCCONF SLOTCONFIG 1 CNO 2 NAP

ARCCONF SLOTCONFI G 1 ALL MAP
2.45 arcconf smp

Description

Sends a SAS Management Protocol (SMP) function request to a SMP target device.

Syntax:

ARCCONF SMP <Control | er#> Encl osure <Connector# Channel # Devi ce#> Expander
<Expander #> <CommandTypel> [ ASCl | ]

ARCCONF SMP <Control | er#> Encl osure <Connector# Channel # Devi ce#> Expander
<Expander #> <ConmmandType2> PHY <PHY#> [ ASCl | ]

Parameters

Controller#

Controller number.
Connector# Channel# ID#

Connector ID, Channel ID and Device ID of the enclosure that contains the expander.
Expander#

Expander number on the controller (SMP target device).

Microsemi Proprietary and Confidential Microsemi Smart Storage Controllers User's Guide Revision 5.0 48



Using the Command Line Utility @ Microsemi

a @Mlcnocmp company

PHY#

The PHY Identifier (valid only for for Discover and PHY Error Log Request).
CommandType#

CommandTypel:

* RGR - Report General Request
* RMR - Report Manufacturer Request

CommandType2:

¢ DR - Discover Request
e RPELR - Report PHY Error Log Request
ASCII
Displays the SMP response in ASCIl format along with Hex formatted output.

Examples

ARCCONF SMP 1 Enclosure 1 2 0 Expander 0 RGR
ARCCONF SMP 1 Enclosure 1 2 0 Expander 1 DR 0O

2.46 arcconf splitmirror

Description

Splits an array consisting of one or more RAID 1, RAID 10, RAID 1(ADM) or RAID10(ADM) logical devices
into two new arrays with identical contents.

Syntax

ARCCONF SPLI TM RROR <Control | er#> ARRAY <Array#> SPLI TW THBACKUP
ARCCONF SPLI TM RROR <Control | er#> ARRAY <Array#> REM RROR
ARCCONF SPLI TM RROR <Control | er#> ARRAY <Array#> ROLLBACK
ARCCONF SPLI TM RROR <Control | er #> ARRAY <Array#> ACTI VATEBACKUP

Parameters

Controller#
Controller number
Array#
Array number
SPLITWITHBACKUP

Splits the array into two new arrays: a primary array and a backup array, with the following
characteristics:
¢ [f the original array contained RAID 1 or RAID 10 drives, the primary array will contain RAID 0
drives.
e If the original array contained RAID 1(ADM) drives, the primary array will contain RAID 1 drives.
¢ If the original array contained RAID 10 (ADM) drives, the primary array will contain RAID 1+0
drives.

The backup array always contains RAID 0 logical drives. The primary array continues to be fully accessible
to the operating system while the backup array is hidden from the operating system.
REMIRROR

Remirrors the array by preserving the existing data and discarding the backup array. This option
re-creates the original mirrored array with the contents of the primary array.

ROLLBACK
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Remirrors the array by rolling back to the contents of the backup array and discarding existing data.
This option re-creates the mirrored array but restores its contents to the point in time when the backup
array was created.
Caution: We do not recommend using this option while the array is online, or while the logical
drive to be rolled back is mounted or in use by the operating system.

ACTIVATEBACKUP
Activates the backup array and makes it fully accessible to the operating system.

Examples

ARCCONF SPLI TM RROR 1 ARRAY 0 SPLI TW THBACKUP
ARCCONF SPLI TM RROR 1 ARRAY 0 REM RROR
ARCCONF SPLI TM RROR 1 ARRAY 0 ROLLBACK
ARCCONF SPLI TM RROR 1 ARRAY 0 ACTI VATEBACKUP

2.47 arcconf task

Description

Performs a task on a logical drive, physical drive, array, or maxCache logical device. Uninitializes physical
drives on a controller. Erases an encrypted logical drive or array, encodes (encrypts) a plaintext logical
drive, and creates a new key for an encrypted logical device.

Syntax:

ARCCONF TASK

TASK START <Control | er#> DEVI CE <Channel # | D#> <t ask> [ PATTERN
<erasePattern>] [ nopronpt] [ nol ogs]

TASK START <Control |l er#> DEVICE ALL UNI NI TI ALI ZE

TASK STOP <Control | er#> DEVI CE <Channel #> <I| D#>

Syntax: maxCrypto Usage

ARCCONF TASK

TASK START <Control |l er#> LOG CALDRI VE <Logi cal Dri ve#> CRYPTCERASE USERROLE

<userrol e> PASSWORD <passwor d>

TASK START <Control | er#> ARRAY <Array#> CRYPTOERASE USERROLE <user r ol e> PASSWORD
<passwor d>

TASK START <Control | er#> LOG CALDRI VE <Logi cal Dri ve#> ENCODE DATA <Preserve |
Di scard> USERROLE <userrol e> PASSWORD <passwor d>

TASK START <Control | er#> LOGd CALDRI VE <Logi cal Dri ve#> REKEY USERROLE <userrol e>
PASSWORD <passwor d>

TASK START <Control | er#> ARRAY <Array#> REKEY USERROLE <userr ol e> PASSWORD

<passwor d>

Parameters

Controller#

The controller number
Channel# ID#

Channel number and device ID for the device
Options:

* Physical device options:
e secureerase [password] [PATTERN <pattern>]—removes all data from the drive in a secure
fashion to prevent any possible recovery of the erased data. Erase patterns:

e 1:Zero - Initializes all blocks to zero.
e 2 :Random Zero - Initializes block to random value then zero.
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e 3:Random Random Zero - Initializes block to random value, next block to random value,
then zero.

e 4:Reserved.

5: Block Erase Sanitize Method - SSDs only. Erase voltage is applied to all NAND cells.

e 6: Overwrite Sanitize Method - HDDs only. Initializes blocks using complex multi-byte
data pattern.

¢ Unrestricted—With the Sanitize Erase option, the physical device is available for configuration
if sanitize erase fails or could not complete. If not provided, value defaults to 'Restricted'.
With the default option, if Sanitize Erase fails, the only operation allowed is to start another
sanitize.

e UNINITIALIZE—When specified with ALL, clears Microsemi meta-data and any OS partitions
from all drives on the controller; existing data on the drive is destroyed.

Cryptoerase

Erases an encrypted logical drive or array. (After erasing, the logical device remains encrypted.)
Encode Data <Preserve | Discard>

Encrypts a logical drive or array, with option of preserving or discarding the original data.
Rekey

Generates a new key for encrypted devices.
USERROLE <userrole> PASSWORD <password>

maxCrypto user-role and password. Valid values are:
e crypto (maxCrypto administrator)
e user (standard user)

Examples

ARCCONF TASK START 1 DEVICE 0 0 SECUREERASE PATTERN 1

ARCCONF TASK STOP 1 DEVICE 0 O

ARCCONF TASK START 1 DEVICE ALL UNI NI TI ALI ZE

ARCCONF TASK START 1 LOG CALDRI VE 0 CRYPTOERASE USERRCLE crypto password Abc@234
ARCCONF TASK START 1 LOG CALDRI VE O ENCODE DATA preserve USERRCOLE crypt o password Abc@234
ARCCONF TASK START 1 ARRAY 0 REKEY USERROLE crypto password Abc@Z234

2.48 arcconf uninit

Description

Uninitializes one or more physical drives. The uninitialize command clears Microsemi meta-data and
any OS partitions from a drive; existing data on the drive is destroyed.

Note: Uninitialized drives are compatible with any HBA and can be exchanged with drives on the
motherboard's SATA interface.

Syntax:

ARCCONF UNI NI T <Control | er#> <Channel # Drive#> [ Channel # Drive#] ... [nol ogs]
ARCCONF UNI NI T <Control |l er#> ALL [ nol ogs]

Parameters

Controller#
Controller number.
Channel#
The channel number of the device to be uninitialized.
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Drive#
The drive number of the device to be uninitialized.

ALL

Uninitializes all physical devices on the controller.
nologs

Suppresses log output for the command.

Examples

ARCCONF UNI N 2 0 13

| T
ARCCONF UNINI'T

[

01
ALL
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A Running ARCCONF in the UEFI Shell

This appendix describes how to run ARCCONF in the UEFI shell. UEFI/ARCCONF supports a subset of
commands available on the command line. Most commands have the same form and syntax as their
command line counterparts, with the exceptions noted below in UEFI/ARCCONF Commands on page
53. Additionally, some commands are supported in UEFI/ARCCONF only.

Prerequisites

To run UEFI/ACCONF, ensure that your system meets these requirements:

e System is running UEFI Shell v2.2 or higher
e MSCC UEFI driver is installed:

1. Boot the machine to the UEFI shell prompt.
2. Type:drivers
3. Verify that 'MSCC UEFI Driver (version)' is listed.

Starting UEFI/ARCCONF

To start UEFI/ARCCONF:

1. Boot the machine to the UEFI shell prompt.

2. At the prompt, enter a command in the form:
arcconf <command_nane> <paraneters> ...

3. To see a list of supported commands, type ARCCONF at the prompt; to include pagebreaks, type
ARCCONF - b. For help with a specific command, type ARCCONF <conmand_nane> hel p.

UEFI/ARCCONF Commands

The table below lists the commands supported in UEFI/ARCCONF. Follow the link in the Usage column
for command forms and syntax. Where syntax differs from the command line, a separate usage statement
is listed.

Table 4 ¢ UEFI/ARCCONF Commands

Command Description Usage

CONSISTENCYCHECK Toggles background consistency check modes of the controller.
Usage: CONSISTENCYCHECK <Controller#> <on [Delay] | off> [noprompt]
Usage: CONSISTENCYCHECK <Controller#> PARALLELCOUNT <Count>

Usage: CONSISTENCYCHECK <Controller#>INCONSISTENCYREPAIRPOLICY <Enable
| Disable>

see arcconf consistencycheck on page 13

CREATE Creates a new logical drive; optionally, enables ' see arcconf create on page 14
logical drive read caching, write caching.

DELETE Deletes a logical drive. see arcconf delete on page 16
EXPANDERLIST Returns list of disk drive expanders on a con-  see arcconf expanderlist on page 17
troller.
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Command Description Usage

EXPANDERUPGRADE Allows new firmware to be flashed to an en-  see arcconf expanderupgrade on
closure or expander. page 18

GETCONFIG Lists information about controllers and physi- see arcconf getconfig on page 19
cal drives.

GETLOGS Provides access to controller status, event logs, and usage statistics.

Usage: GETLOGS <Controller#> <Type 1>
Usage: GETLOGS <Controller> <Type 2> LOGICALDRIVE <LD#>
see arcconf getlogs on page 20

GETVERSION Lists version information for all controllers or = see arcconf getversion on page 22
a specific controller's software components.

IDENTIFY Identifies a physical device by blinking its LEDs. see arcconf identify on page 23

IMAGEUPDATE Allows new firmware to be flashed to the hard ' see arcconfimageupdate on page 24
drive.

LIST Lists controllers in the system. see arcconf list on page 25

PASSTHROUGH Sends SCSI passthrough protocol (SCSI) func-  see arcconf passthrough on page 30

tion request to a disk drive.

Note: This command is supported in
UEFI/ARCCONF only.

RESCAN Check for removal of disk drives and for con- ' see arcconf rescan on page 34
nection of new disk drives to the controller.

ROMUPDATE Allows new firmware and BIOS to be flashed to the controller.

Usage: ROMUPDATE <Controller#> <ImagePath> [noprompt] [nologs]
see arcconf romupdate on page 35

SAVESUPPORTARCHIVE Saves configuration and status information.
Usage: SAVESUPPORTARCHIVE [Path]
see arcconf savesupportarchive on page 36

SETARRAYPARAM Changes a parameter of an array. see arcconf setarrayparam on page
37

SETBOOT Sets controller as a boot device for the system. see arcconf setboot on page 38

SETCONFIG Resets the controller configuration.

Usage: SETCONFIG <Controller##> <DEFAULT> [noprompt] [nologs]
see arcconf setconfig on page 40

SETCONNECTORMODE Change the connector operating mode. see arcconf setconnectormode on
page 40
SETSTATE Changes the state of a physical device or logi- see arcconf setstate on page 46
cal device.
SLOTCONFIG Lists the channel ID and device ID of the de-  see arcconf slotconfig on page 48

vices in each enclosure slot. . A slot with no
device is marked as EMPTY.

Note: This command is supported in
UEFI/ARCCONF only.

SMP Sends a SAS Management Protocol (SMP) see arcconf smp on page 48
function request to a SMP target device.
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